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« English: FF& (Web (ISR, Admin A HHXENHHY)
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Gyl

KB iR

SHEEA] FRENESEHEERGRA]

SRS EENEIURE TS

IS ESERSI Eid SMTP &iX@ENmR 4
4. RE1TNH

1B 1t BH

ARIAFr &A= EREMA=ENATE N ETMRT

HERESFM HFRRETEIEERE BRI

5. RTFALH!

* FIERIFIREELR 500ms BElBERE
s EEFREGHRTFIZHE
o WEFHERMIE:

e localStorage : IZEP4ERK

e userSettings APlims: FALEIIRSE 2

6. IREFRIA
il MREEiA B

1. BB HIAIIEE
2. NGB RIFISEEE N RSAIAE
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3. TUE B oIl
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Ao REE

© QET | & RARE >
2
i EARE
2 FARMERSETSURE.
=2
(o=}
o=t
® T BERRAETER,
% & BIERIFTIAR
RHITTE R B BRI .
@)
© ARRE
ﬁ ERTAERNEIANX,
A
& HRFARSS
BB SMTP RS BAIFERIMAFRREN R,
0
) & o SMTP Mg sttbt
S RUBSRENES P,
# SMTP %O
HAI®O 25, 587 5 465,
= -3IN: ]
RERIXBHER AL,
8 1B / 1S

SMTP INEE I8 AR ARED o

0 &F SSL/ TLS hn&
ENFEURIEHERRE.

ARYi£/BCE | EcoCtrl

Q #EHRigsE.. E A admin.

EcoCtrl EEF &
30® ©

JEREdE v

smtp.163.com
465

hughiewei@163.com

«©

®IE SMTP RE

AopEcETIE (Config) REFELINNEF/IZE,

LBAIKE

REIN ZINE
e EcoCtrl
BHERIFTEIFR 30s

RFX Asia/Shanghai

2. BRFARSS

https://docs.godot.qzz.io/guide/account/system-config

AR
RR1E Web INTFA SA#2F0 Admin [543 5 28 IR R AR RR
Al%: 10s/30s/1m/5m=EBIR 2B BEERIFELR

FoMe B RSB BB A E B S5 R 1T Y 18]
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ACE SMTP BT &iXIERS AN @ AN MR 14

IREI IR A
SMTP A, = MR AR 55 as ik
SMTP i%0 = —f&7 465 (SSL) =587 (TLS)

& Ak = RIXHBHFBERFE L

CATHCHUE = HRFEZAIDEY SMTP #=AXEE (GHHIMeI it @)
SSL/TLS = MmEAXFR

T#HS%E . SMTP IFAECE N SMTP BHARSELE, TREMRTEN METESZE

2.1. IQFACE
iRE5RE, =i T1eUE SMTPECE ] :

1. R A E A E &KX R B+ 2 B2 5 HEFE
2. IR ER 4 — BCERT A
3. KERW - EREIRER

AR BREER, RHESM packages/server/.env.local By SMTP * IMETEBEGNED
idE, WERMEFE L Admin B8 Ul RTE, (REREE AN platform _configs &, FEAH

MET 8,
3. 8BS %E
eEm 398
Bt R EEEREHIIERE

BHRERI BEIE D XARRERIL

SIEBETYIE] R TREEEMELEE (5%)
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3.1. Bnh&E )

e BT backupSchedule ECEF pg-boss ERTES
o FMNHFEERS MR N X 4FER
o BIRERHWNENBEIEE
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B=RRAEN

© EcoCtrl fEETE « AER | OBREE >

[el=]
oo

FEEE

y TP IR

Je

HBUERE

AFRE

& & 00

BRI
&) m=EE
& wREE
o HEEE
% pmEE
|O mmmm

& RERE

SB=H ARG | EcoCtrl

Q #BHREE..
O =maeez
BRNEENS B REDER
BFE
BEANBFPE
)
EMAER ®

SR EE (Advanced Management) TIEIRMEE=H RAEERINEE,

1. WebTalk &%

WebTalk @—1NE=7 loT ISR EIBF S, EcoCtrli@

=laal

#> AT . REAEZRBR WebTalk &z @LIE

2. EcBET R

1. BE=ARSGEMTUEMN WebTalk ZZRYHE R R NEE

2. _ifi HEZIAIEL

https://docs.godot.qzz.io/guide/advanced/web-talk

A admin.

HrEREREEEREHRAL Admin 5§

88 /257
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SB=H ARG | EcoCtrl

3. INERRINGE, Ti@E AL iframe AXRER WebTalk EIEA@E

2.1. IRIRE

e JAIEIFEA EcoCtrl IRSBImICHTER ( /api/webtalk/* B&EH)
o [S4:FE WebTalk i53Ki@:d EcoCtrl RSB ImIEE A
o iframe (RFFEIE, AR T 1 Cookie jn)eH

3.BcEEE

o EMMWAREIEMALER
o BHEERNBEREFIIANLERRE
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Al FBHEBNTF

ECOCTRL 8 M e ARPLENR

_:(:):_

36..

sa su Mon ue
- O O G M
38° / 36°/ 31°/ 21°/ 30° /
26°C  24°c  22°C  22°C  23°C

BIEFTISIS
E201 Re—— BIMETES & A1

mA © RET = RABBRIE R ERRR

REEE 18°C

& ARiESBEEREERIA—B2-B4
Xz

—TENBHERR

PEERRR O (R ) WIEE
HBIMETR—NRAMERSE

Web [TJPBRERY (Screen Pet) 2—1NAIENXSZHM Al BhE,

RAMT . AlREERES TRBERYVIGIN Al 5E8EF

1. Screen Pet

1.1. B-5ExXEH
o —NEDNIVNEMIETRE Web A TIEEGTHA
o TEH: MHEBYLGAIERELERBMMUE (UE@HT localStorage FFAK)
o TR PIMARSSEIIRENEMTIR, TIMARSIMNEER
o YA sprite sheet (FBERE) zip B L%
e fH pets-api.ts M /api/pets UHsIREX
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1.2. Al XHiE
S s R R
o XFHN: HEIRHNEFHNEE

o EEWN: ZFHEBWAN (BT useVoiceInput hook)

o EEWH: AIBIEXFTTS A (&1 useVoiceOutput hook)
o SMIMARZ: Al BIE&ET SSE R, & token BiR

o IHEFAE: FE— Session WAIIIEFRIF L TX

1.3. Al 8EH

e EF Anthropic Claude 3§ OpenAl $&fit Al 8877 (FHARSSI% AI PROVIDER FET=RTE)
o YRTHIFAR: Al TTUETIMEERE. EREIIES

e CIENBLEAYMIIELTX ( context: { currentPage, currentRouteData } )

2. RIFIKE

£ Web iRETIHY NEAL 2 XAIEE Al BhFRir:

RE WiER
Y E LR FEHHI SR
ERES FRiESRMAN/AEL

1B 0.5x - 2.0x iIBEFET
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BRI

1. 5BRZEME
X Y2
Admin B854 Web 3D ZE5§f6
React 19 - Recharts React Router 7 - Babvlon.is
REREE

Caddy / Vite Dev Proxy

/api — server - [static -

mndale

A

faumAR%: (packages/server)

routes/ - services/
JWT $4X - Zod 1% sse/ - queue/ - Swagger

enaine/ - repositories/

BB S5SNI AL
PostgreSQL MinlO XY 774% (S3) E=7 loT W%
; FERY . i BzhkiE Token
Drizzle ORM

2. Monorepo Z5#14)

EcoCtrl A pnpm workspace monorepo, {RERTEE apps/ # packages/ :
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ecoctrl/

— apps/

| | admin/ # React 19 SPA EIEEFA

| F— web/ # React Router 7 + BabylonlS 3D Q[P
| L— docs/ # VitePress 2 X#4ifis=

— packages/

|  F— server/ # Fastify 5 /g% API BRSS

| F— ui/ # shadcn/ui AffE (CRBSE)

| L— shared/ # H= Zod Schema. Vite BCE. TRRH
— docker/ # Docker Compose ZPEEIE

L

3. B

Bk SN WiEA

HilH Admin React 19 + TypeScript + TailwindCSS v4 A EERE

HilH Web React Router 7 + BabylonJS 9 + TypeScript RHEIDIIF

G Fastify 5 + TypeScript RESTful API fR$3

HiERE PostgreSQL 16 + Drizzle ORM KRAEBBUERE

LB Server-Sent Events (SSE) AR 33 i IX B B P i
£55BAT pg-boss PostgreSQL IXEIYE B 1ES
Al Anthropic Claude / OpenAl Al XESTARER

loT BACnet XA E=FVEKPNKEIEN

%1z TIITRFE (EIEEH PostgreSQL) —

4. 75K Ewn A

—REBIEY AP IERET LT RE
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1. FLEIRKIXIERE] /api/xxx
2. Caddy / Vite Dev Proxy 1R¥EEIZ /api 245 Birtit
3. Fastify 3ZEKIER
— onRequest #F: #&%& IWT (public routes H&EKIT)
— Zod #3&: body / querystring / params
— BRERAbIESS:
| — @M repository B (FUBEIRME)
|  }— AR service B (IoT RIE. HIFRIESE)
| L— SAA engine B (TIERMAIT)
L — MRS [E]
4. Caddy JEMmNF:A&[EN S

5. BRERT\

5.1. &A%
node tsx --watch — Fastify (localhost:3000)
vite-plus dev — Admin (localhost:5173)
vite-plus dev — Web (localhost:8080)
vitepress dev —> Docs (localhost:5174)

Vite Dev Proxy Bh¥§ /api # /static BIZRERAEIGIH.

5.2. Docker Compose

postgres:16-alpine 15432
ecoctrl-server (Node) 13000
ecoctrl-admin (Caddy) 14173 - /api /static EEZE http://server:3000
ecoctrl-web (Caddy) :8081 - /api /static EEZE http://server:3000

Hils bundle JARIERFEE /api f /static B, RIEERHEXRES Bintit, BXEHEIEN
HEIRETETNEETE, THEEMEE,
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2

apps/web . apps/admin

packages/server

apps/docs

packages/ui «

packages/shared

https://docs.godot.qzz.io/reference/architecture/overview

FARZSHIMEYS | EcoCtrl

TH Hi
vp build

£75 SPA bundle
(Rolldown)

dist/index.mjs + BEI4ERK

rolldown
dist/package.json
vitepress build .vitepress/dist/ BE&SULm
FEDE TiER

95 /257



Admin B¥E4244) | EcoCtrl

Admin BiiRERH

1. R

Admin FEE2—NETNA (SPA), EF React 19 + TypeScript + TailwindCSS v4, 5% EH
RZFAME, Admin R{EM React Router, MEi#@id Zustand store FARY activeTab IKZSSLIR
Tab A, XMIGITEHTERELE, TFH URL BRAILERNAI7E S TTEE1i%k,

2. Tab EREH R %A

2.1. #ZO L
IREPIRSTEETE apps/admin/src/store/appStore.ts AIAY useAppStore :
typescript
interface AppState {

activeTab: string; // HBLESN Tab, REBZRMDIEAH
setActiveTab: (tab: string) => void;

// F Tab (MEAEEAM), BNIRNEALFRIIFNF Tab KE

energyTab: string; // "overview" | "charts" | "areas"
faultsTab: string; // "list" | "stats"

dashboardModelTab: string; // "hotspots" | "labels" | "config"
modelsTab: string; // "models" | "upload"

workflowsTab: string; // "workflows" | "templates"

// EfttF Tab...

Tab IR7&SEIE zustand/middleware BY persist 3HEAFIFAIE] localStorage (storage key
/3 ecoctrl-admin-storage ). EIRIFTERE LXH Tab F1F Tab K&,

2.2. 16 M OIEAH
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App.tsx 1@ switch(activeTab) B

Tab Key
overview
config
accounts

models

settingsGroup

workflows

workflowCanvas

logViewer

reports
maintenance

faults

energy
advancedManagement
profile

preferences

(Jh1z)

Login

Admin B¥E4244) | EcoCtrl

% R DU 2 4
H A
Overview NRERYE, BRKPIREMEEER
Config TazRicE
Accounts BFRW&FERE (CRUD + &5 E)
Models D RBEXHEE (EfF. FIR. MER
DashboardModel E2FE — 3D RIFERS, KREAR. 7%,
ISR S =
Workflows TERFIRSERERE

WorkflowCanvasPage

LogViewerPage

Reports
Maintenance
Faults

Energy

AdvancedManagement

Profile

Preferences

Login

ERE — TERAMEEER, FTRIE
B5EL

@}ﬁ g — TERMITH
18] /&SNS

SEAS, XFRE

RREMSERE
HIFISEES5RE
WIRICRE5 R

REREBUR D
SREEIEE
LEiAFA N ANEERE
RIFISE (. BE. B

. mEF)

ERUTE, KRINENER;, FEE2XHH4E
(i3

2.3. F Tab #*EMRT, (tabStoreKey pattern)

ZATUEAGRERLEIRF Tab S F Tab IKERIETFMETE useAppStore 1, &

#9F Tab Key:

https://docs.godot.qzz.io/reference/architecture/admin-arch
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typescript
// appStore.ts HWF Tab FEENX
energyTab: "overview"; // Energy Ti@E: 2% / BX / XiF
faultsTab: "list"; // Faults Tum: %I& / it
dashboardModelTab: "hotspots"; // DashboardModel: #= / & / BEE
modelsTab: "models"; // Models: #&&5IFK / L%
workflowsTab: "workflows"; // Workflows: TEFR / 1EiR
DUEAHRBI U TARIRE F Tab:
typescript
function EnergyPage() {
const subTab = useAppStore((s) => s.energyTab);
const setSubTab = useAppStore((s) => s.setEnergyTab);
switch (subTab) {
case "overview": return <EnergyOverview />;
case "charts": return <EnergyCharts />;
case "areas": return <EnergyAreas />;
}
}
XMEEEGE T URL SHERE, F Tab REXAFAKBE LB/ EIIARL
A Y N |—\—|
3.JNESFE
INIEZHESCINE App.tsx TR
text
Az =Eipiy =
1. €& localStorage HHY Access Token
2. & Token:

a. A GET /api/auth/me JIEEMIE
b. X - MBAFREF - BERERE MLz + RBEX)
c. TME 401 - ;BFZ Token - JE# Login i@

3. & Token - EHE# Login TIH

3.1. BERAIE
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text
Login DiM:

1. AFBANRRE + BB - #X
2. POST /api/auth/login - iR[E] { accessToken, refreshToken, user }
3. onLogin [EiA:

a. 7#fi& Token %] localStorage

b. %% useAppStore HMIAEFIRE

c. AR GET /api/auth/me/state MNE A RIF

d. activeTab tJ#2% EXIRHBIEY Tab (M localStorage &)

e. BRIEME

3.2. AR

text

AP REEY (MEBZEES Header FRAVIRLIREH)

ClearAuth: BBk Token. AFPEURE. F Tab K&

activeTab &7 "Login"

Bli%: A POST /api/auth/logout BFIARSZIHIEE Refresh Token

~ W NN =

4. mRAREKR

4.1. LayoutShell

App.tsx FEXMERBEMMIEI, RIEZED activeTab BTk,

ERE (ERTF 13 MNMETERHE)

tsx
<div className="bg-background text-foreground flex h-screen">

<SidebarNav activeTab={activeTab} onTabChange={setActiveTab} />
<div className="flex h-full min-w-0 flex-1 flex-col">
<Header activeTab={activeTab} showBreadcrumb={effectivePrefs.showBreadcrumb
<main className="flex-1 overflow-hidden">
<ScrollArea className="h-full">{pageContent}</ScrollArea>
</main>
</div>

</div>
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AR E (EHTF settingsGroup / workflowCanvas / logViewer =/NTUME):

tsx
<div className="h-screen w-screen overflow-hidden">{fullScreenPageContent}</div

e EREBNIAZENTRE, BeRET R8BS 3D =kiEss. M IERES. BESEIRESE
B RSRETEITIE,
4.2.SidebarNav

MEAF=Z A ERSHMIYIR, BIMESEMR (lucide-react) XA, =Ltk
setActiveTab(tabKey) o MIOEREREE, AIHE (WERNXEGER), TERESEEE

user preferences #,

4.3. Header
=S

o MHHEHERE: ERHAI Tab BFRFF Tab BRIZE%, B showBreadcrumb {RIFITH| 2
o £FIREX: BHRH. BRMERAO. APLGTHXEEZ (PAEE /RIFIKE /| BH)
o BYjE)E/: HeiBHEAMEYE (EFREEI)

5. =1 &RNi=IH

5.1. DashboardModel (settingsGroup)

3D yREETHE, AEINEMZEWER. PR 3IDEERXIFH. GMEMEHIR. ZFFLUTRHIE
Ij]ﬁb

o HLHRICIE ( placeLabel 1EI()

o MENFIRIE

o YREE (FRJ. BNMR. ER6)

o RAINHERERS A %I

o EIFRMIET, ( clipPreview ) — AT EEEEEIH
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5.2. WorkflowCanvas (workflowCanvas)
TERAMRIEERR, T React Flow FE, %#F:

o TRIEEARINSHIER

o TREEL (handles BN /HitimO)
o THERSHEE (MAER)

o RF /| RHIIFAE

5.3. LogViewer (logViewer)
TERITAESEESS. ReeE:

o REYESEEEIEAE

BBELS (info/warn/error) i33E
AEE&XiER

BhRE) (B EEEAR)
AESE (Ef/ TH)

6. AP R A5t
RPRESZREHES:

typescript
const effectivePrefs = {
. .DEFAULT PREFERENCES, // REBRINME (FERE)
..userPrefs, // ¥IRERAMI (GET /api/auth/me/state 3REX)
..preferencesOverride, // ZMRIFEBE (REFIHIEENIRNTE)
b
6.1. ELETUE
BCE I et FINE 15 EH
theme "system" / "light" / "dark" "system" FET
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BCE I

language

density

fontSize
desktopNotification
alertSound
showBreadcrumb

sidebarCollapsed

7.SSE &/%,

Admin B¥E4244) | EcoCtrl

Sl
"zh-CN" / "en-US"
"comfortable" / "compact"
"normal" / "large"
boolean
boolean

boolean

boolean

AINE

"Zh'CN"

"comfortable"

"normal"

false

false

true

false

Miat=4r &RE

Admin FiRIEE SseProvider #A{FEERK Server-Sent Events, SEIfSCASERIEHEIX,

7.1. SseProvider

SseProvider £ App.tsx HYEANTNEBAHGERTRME, BIE SSE EiENTEEdrEHA:

o EREI: INERNEESIAR /api/events ERE
o DBk BIREMR 30 ¥ &AE—R ping B, BT 90 MRUKEICBE L EE
o BmEE: IEFUBBER (1s/2s/4s/8s/16s, PR 30s)
o Enk: BREGALEE D AXFIFIN handler, HEIIENFHILEETIE:
e il HER BB
lighting BRI REE N T
alert MEZEEN SFEBAYIE + SmEEX
maintenance HIPESIRESTE HIPER
energy BEFEISE BEREEI R SR

https://docs.godot.qzz.io/reference/architecture/admin-arch
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E LSt A ERTER

fault HIZIERTE LIRS

7.2. sseStore

sseStore & SSE EIIRABEIER Zustand store, 1RMHEZREMARNBFHEZMEM2D LEM
#O:
typescript
interface SSEState {
status: "disconnected" | "connecting" | "connected";
reconnectAttempts: number;
connect: () => void;

disconnect: () => void;
onMessage: (event: string, handler: (data: unknown) => void) => void;

8. Hfth Store

8.1. modelEditorStore
3D R RIBERAVIASEIR, iIF apps/admin/src/store/modelEditorStore.ts :

typescript

interface ModelEditorState {

config: DashboardModelConfig | null; // HeiRENIZSEE

labels: DashboardModellLabell]; // tr&E5IFR

mode: "select" | "placeLabel" | "clipPreview"; // #wiEt=EZ(

selectedLabelld: string | null; // Hah&AeItn

modelFileVisible: boolean; // WWEXHEAIMM4

/] BERZE

loadConfig: (id: string) => Promise<void>;

addLabel: (label: DashboardModelLabel) => void;

updatelLabel: (id: string, changes: Partial<DashboardModellLabel>) => void;

deletelLabel: (id: string) => void;
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setMode: (mode: ModelEditorState["mode"]) => void;

8.2. useStore

@R store, iIF apps/admin/src/store/ , BIE FOUC (KH) RSN ALITE:

typescript
interface AppFlags {

themelLoaded: boolean; // TEHEREME
userLoaded: boolean; // RAP#HIEEMNEH
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Web FijiEZ244

1. R

Web Bl S mEALNKRAI 3D I, EF React 19 + React Router 7 (framework f23%) +
TypeScript + TailwindCSS v4, #Z0\8EZTIE BabylonJS 3D 175 E &M AT 3#ERAY Bento Grid {{F&
B, AR CSR (BFPIRESR), AKX SSR, #E~#)583 SPA bundle,

2. BRERZE
IRETENXTE apps/web/app/routes.ts , &3 PAO:

typescript
export default [

layout("routes/dashboard-layout.tsx", [

index("routes/home.tsx"), // / - {NEREEH
route("settings", "routes/settings.tsx"), // /settings - I&EEmR

1),
route(".well-known/*", "routes/well-known.tsx"), // FEIEZRM
] satisfies RouteConfig;

e / (BM): Bento Grid {¥%&# + BabylonJS 3D i7R{E., BREREANREBNERENE.
o /settings (IRER): AFRIFIRE, ESTAYIL. B EE. BBREHRE,

e /well-known/ (FETERM) : X288 BIHF & T EiEI Well-Known URI ALHIR IR A
1%/%\0

£/ React Router 7Y layout route #®3I{, home # settings HZ= dashboard-
layout.tsx fnfEzEH,

3. BabylonJS 3D 1= &R
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0 3D I =LAHE{AITF apps/web/app/components/dashboard/building-view.tsx , NIERTE
M

text

HEEHEAR /api/public/model RENZHSECE (EZR! URL. HEHFIL. BRFIR. REER)
8l# Babylon.js Engine 3fl (Canvas R~TBiENAZEK/N)

B Scene fl, EEBIFEILE. HIRMEK

B2 ScenelLoader.ImportMeshAsync il glTF / glB 1&#!

RIBRCE N BN (FuguE + Bins)

&HO resize BYEZNAE Engine R~F
AHEEIAR engine.dispose() FIEAR

O© 00 N OO U1 b W N K

S RVREINR L glTF 2.0 (gltf +.bin ZEXH) # glB Z#HFIE. REX BT
/api/uploads _{EEIE,

3.1. =tEReEfilk

RENEERE BB R R U

R engine.setHardwareScalingLevel() EHIEZRDYIERFEIEEE

JER MARELEIRTEZR (IntersectionObserver)

Camera [BMEFZHITERMZREY B EIfER

4, Bento Grid (NZ&REWMBE RS

FTIER 12 51 CSS Grid HERRABAHME, B MAEFBIMIMELER ( layoutX / layoutY / layoutW
/ layoutH ) TFHE7EEUREE dashboard widgets F+RH,

4.1. AFRBE SRR

AR HIRIR iR
FitkH dashboard_stats /loT =i HiaE e ISR B EF KPI
BES energy readings . fault stats B, HRE. HE
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ANkt HIETR iR
B alerts . maintenance reminders AREE | £5551FK
= OpenWeatherMap API UHIRSEHE (APl Key fR&LET B EIBRHR)
REFEEIR energy_readings + energy_areas ZRYaeFESITE
4.2. TR EELE

typescript

// dashboard widgets RFE& (f&1k)
interface DashboardWidget {

id: string;

type: "stats" | "chart" | "list" | "weather" | "energy";
layoutX: number; // W X 245 (0-11)

layoutY: number; // W& Y 245

layoutW: number; // "E (&%, 1-12)

layoutH: number; // BE (&J117)

config: Record<string, unknown>; // ‘AHEREBEE

R ¥iEE@ /api/dashboard EEZIE, /api/dashboard/settings UfE{RIZRIEL R,

5. Edit Mode IREEE

NREZFRIERI, AR TEEX AN . IASH widgetData store Ry isEditing #R&

]

Edit Mode 4&nEHA:
1. AFPRE THiE) %5 > isEditing = true
2. AFENIEERRES (ERFR. RIERI=E0)
3. FPiRfE:

a. HERAHIFAUE - B layoutX / layoutY
b. EmAEAHRT - E# layoutW / layoutH
c. MEEEIRIENFEEYE - POST /api/dashboard
d. =EAGMRRSE - DELETE /api/dashboard/{id}

4. FAAFR=& "R7F) - PUT /api/dashboard/settings

https://docs.godot.qzz.io/reference/architecture/web-arch
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5. {RTERIN - isEditing = false, widgetData RI#
6. AP saT MUEI - isEditing = false, MiERBHE

BERSRERFRER, KMERFHIRFTEFEERRENS.

6.5 Zustand Store

6.1. auth — INEIRES

typescript

interface AuthState {
accessToken: string | null;
refreshToken: string | null;
user: User | null;
setAuth: (access: string, refresh: string) => void;
clearAuth: () => void;

Token 7Zfi&F localStorage (key: ecoctrl-auth ). P APIiEXIET axios interceptor B

M3 Authorization: Bearer 3k, &%) 401 IfBzh=E1X Refresh Token 4287,

6.2. settings — FA P {RF

typescript

interface SettingsState {
theme: "system" | "light" | "dark";
language: "zh-CN" | "en-US";

dashboardLayout: DashboardwWidget[];
setTheme: (theme: SettingsState["theme"]) => void;
setLanguage: (lang: SettingsState["language"]) => void;

6.3. lighting — BERER=HI (SSE BXzh)

ZEREAEHIRTS. 5 SSE WEMHHEXEXR), SSREMERAANRS (off / half / on)o

https://docs.godot.qzz.io/reference/architecture/web-arch
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typescript
interface LightingState {

groups: Record<string, LightingGroup>;
setGroupState: (id: string, state: LightingState) => void;
syncFromSSE: (event: LightingSSEEvent) => void;

3 SSE #XRBIARESTEEMES, syncFromSSE BEIEREMMNANETRE, THEMEK
APl,

6.4. pet — REEY

EIE Al REREY) (Screen Pet) HIRE:

typescript
interface PetState {
theme: PetTheme; // EYINIER
voice: boolean; // EBEREGHX
position: { x: number; y: number }; // RELHGELIR
animation: string; // HFishEIRZE (idle / speak / walk / sleep)
setTheme: (theme: PetTheme) => void;
setPosition: (pos: { x: number; y: number }) => void;
}
TN ERFAE localStorage, BRiEFRF. BB RGN 528 Web Speech API,
6.5. widgetData — N FREBIIEEF
typescript

interface WidgetDataState {
data: Record<string, unknown>; // fEGMEIEEE
isLoading: Record<string, boolean>; // MEARE
isEditing: boolean; // REATHIEEL
fetchWidgetData: () => Promise<void>;
setEditing: (editing: boolean) => void;

HIEERIE (BIFR 30 #) , SRIEUERAERIGRE LRI A MFRERHIER .
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7.i118n Efrfb RS

Web RilHER B i18n 245 (JE react-il8next SR EHME=AZF), @i Zustand store BIEiES

RS
7.1. X445

apps/web/app/locales/

— index.ts # BT ARSI E
— en-US.ts # AXEEREY (RENR)
L— zh-CN.ts # PXXENFREN

typescript

// locales/en-US.ts
export const en = {

"dashboard.title": "Dashboard",

"dashboard.edit": "Edit Layout",

"settings.title": "Settings",

"settings.theme": "Theme",

/] ...
b

Zustand store FEENANES AL, AEET useTranslation() hook FREXENIF A :

typescript
function useTranslation() {
const lang = useSettingsStore((s) => s.language);
const translations = lang === "zh-CN" ? zh : en;
return (key: string) => translations[key] 77 key;

BSUNREIN AR, TETERF. FESBIY B locales/ BRER THIXHH EME
index.ts BIAIZNN.
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8. SSE & F i

Web BRI EIZ SR =812 SSE (Server-Sent Events) S2Il, SSE B EHEFEHEN
hook ZARSZIERA, EIZEEIEEIE:

o BmEE: FEMARUFEEOREER (1s/2s/4s/8s/16s, LR 30s) EHXEE

o BEHNKL: BREBMLER (lighting / alert / maintenance / energy ) D &ZEIFI store
g, handler

o 4 dapARA: TImEAI DB EE, TumEPREATHIA ( visibilitychange ZEHiTH)

SSE IR mER1ZA /api/sse , BFIREINENRINEREEE,

9. Screen Pet £H{422%4

FRRIEY (Screen Pet) = Web BIl#EFGINGE, — MIMETE LN Al AEAL,
9.1. AfF4EM

ScreenPet

— PetRenderer # BYIESR (CSS sprite / Lottie ZhE)
— SpeechBubble # FHESE (Al BIENNAET)

— DragHandle # fEREs (RITBFREREERUEEDEY)
— VoiceController # BERAN/fE (Web Speech API #3%)
L— ActionMenu # RERE (FAHR. BEFX. RE)

9.2. B

text

BRRERY - ftkinEshE + BEVIHESE

FFPK#%HiEd DragHandle #E# - F#7 PetState.position

BHFRRANIBEE (VoiceController #UE) - BEEHXF - B AL API - MR ER7E SpeechBi
FYIRIET = B AR EEIRES |

- idle (BA) - BHRUEE

- speak (iiE) - ESEHIME

~ W NN =
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- walk (#Bzh) - #HiEEReY
- sleep (EERR) - TIEWEBT 5 7

9.3. BuER

text
FFiEE - Web Speech API (SpeechRecognition)

- AI API (Claude / OpenAl XZA4FY)
- SpeechBubble ERXZ
- AJi%: Web Speech API (SpeechSynthesis) EEER

10. IWESERE

e METH: vp build (vite-plus 2 Rolldown)

o HHBR: apps/web/dist/

e Docker §%f&: SPAbundle + Caddyfile (RENIEEE)
e ARS3U%M: 8081 (Docker Compose ERiA)

o IREIEI: HIFEAS CSR, FAEmIASEUEE API 3REX
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HEARFR

1. R

EcoCtrl Monorepo B8 &M= package: @ecoctrl/ui  (4Af¥EE) # @ecoctrl/shared
(TEE), MEYIRAFREDAER — FRESIMTMEDSE, THEE App NREEMKEFE
BRIE. XMgIHE R 7T WERFRE, /DT RSB HE.

2. @ecoctrl/ui — A

2.1. EL

@ecoctrl/ui @EF shadcn/ui BVEHEZE, 12H Admin 1 Web gimHEZRY Ul A4, HAEKRA
TailwindCSS v4 #3, &1& shadcn BIgIHAR (EF Radix Ul [|iB).

2.2. R RIRT

JHEEE App (admin, web) @i TypeScript BRZMETEIZS|IA .tsx RS, ERXEM vp
build (Rolldown) Z#EHF—HEIR. packages/ui/ BRAFARGEITEAEEDS,

DRERR:
text

consumer (admin / web)
| import { Button } from "@ecoctrl/ui/button"

\ 4
TypeScript / Rolldown f##f

v
packages/ui/src/components/ui/button.tsx « BEZHmEFRE
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2.3. Subpath Export 5 generate-proxies

¢H{3@IT package.json BY exports FERENXFRIZFH:

json
{
"exports": {
"' "./src/index.ts",
"./button": "./src/components/ui/button.tsx",
"./card": "./src/components/ui/card.tsx",
"./scroll-area": "./src/components/ui/scroll-area.tsx"
// 81 Ul Afashiifm—%TFRESEH
}
}

FIBLAMEEEIBTT pnpm generate-proxies o A3 src/components/ui/ TFHIFAE
.tsx Xf§, BDhE#HT package.json BYexports FELH TypeScript 2KBIAHA,

2.4, AEE

@ecoctrl/ui BIEIRAE shaden A (FFEEH EBH) .

At XHERZE it

Button src/components/ui/button.tsx Radix Slot

Card src/components/ui/card.tsx —

ScrollArea src/components/ui/scroll-area.tsx Radix ScrollArea
Input src/components/ui/input.tsx —

Select src/components/ui/select.tsx Radix Select
Table src/components/ui/table. tsx —

Dialog src/components/ui/dialog.tsx Radix Dialog
Dropdown src/components/ui/dropdown. tsx Radix Dropdown
Toast src/components/ui/toast.tsx Sonner
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A XHEE (e

Sheet src/components/ui/sheet.tsx Radix Sheet
Tooltip src/components/ui/tooltip.tsx Radix Tooltip
Badge src/components/ui/badge. tsx —

Avatar src/components/ui/avatar.tsx Radix Avatar
Switch src/components/ui/switch.tsx Radix Switch
Tabs src/components/ui/tabs.tsx Radix Tabs
Skeleton src/components/ui/skeleton.tsx —

2.5. TailwindCSS Bt &

@ecoctrl/ui AYFFTLAREN TailwindCSS Filig. JHZEE App f£H tailwind.config.ts H5|A

@ecoctrl/ui AMYEETVRERER:

// consumer By tailwind.config.ts
export default {
content: [
"./src/¥x/x {ts,tsx}",
"../packages/ui/src/**/* {ts,tsx}", // & UI &R
1,
/] ...
b

3. @ecoctrl/shared — TEJZE

@ecoctrl/shared #RIE=E78E7], HEIRHRHERER.

3.1. 1. Zod Schema

B RREENBIREMEN, iiF packages/shared/types/api/ :

https://docs.godot.qzz.io/reference/architecture/shared-packages
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o FAF#EX:. UserPreferences . UserProfile . LoginRequest . LoginResponse

e 3DiHEMX: DashboardModelConfig (IHZRECE). DashboardModelLabel (Fr%).
LabelAction (#R&E1TH)

e HEFEMRX:. EnergyReading . EnergyArea . EnergyStats
e TiEFEX: Alert . MaintenanceTask . FaultRecord

o APIBHR: 9T18%# PaginationParams . 9TMIL PaginatedResponse<T>

XL 7Zod Schema 7EIRS i@ fastify-type-provider-zod IXGHERERIRLS, FilmMATFER
HSABIERIE:
typescript

/] BRSIm{ER
import { LoginRequest } from "@ecoctrl/shared";

server.post(

"/auth/login",
{
schema: { body: LoginRequest },
I
handler,

);
// BiimfER

import { LoginRequest } from "@ecoctrl/shared";
type LoginFormData = z.infer<typeof LoginRequest>;

[B—1% Schema [EBYIXEN OpenAPI XA4ERY (@id @fastify/swagger M Zod Schema Bl
B, HGRXESEIMBRED,

3.2.2.Vite EEET A (viteConfig)

viteConfig EBH—H Vite BEBEEEREE, FTE App BY vite.config.ts HEAILACE:

typescript
// apps/admin/vite.config.ts

import { viteConfig } from "@ecoctrl/shared";

export default viteConfig({
// App EEEBEIY E
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plugins: [myCustomPlugin],
1)

BERERS:

e React {HHECE (@vitejs/plugin-react)

e TypeScript BERZ5RZ St (resolveUiAlias)
e TailwindCSS {&FECE

o NEMEML (E48. HIREKR)

o FAARSZIHOFE

3.3. 3. resolveUiAlias — Bl iR triG M

resolveUiAlias() =—" Vite @M K%L, ATR @ecoctrl/ui/<component> KIS AEERE
AT R RS R AR

typescript
import { resolveUiAlias } from "@ecoctrl/shared";

// 1& vite.config.ts A
export default defineConfig({
resolve: {
alias: [resolveUiAlias()],
b
1)

e N IPER =

KWNSNREEEN @ecoctrl/ui/ o
2 - BKRIFMETE] <monorepo-root>/packages/ui/src/

4B TypeScript BR1Z3IE LAILED

iR [ClfR I R R4 3T ER 1R

~ W NN =

EHETEE App R resolveUiAlias() , Vite FEEMIT @ecoctrl/ui/zx |, HIFER=HM
HIRR AR EN IR,
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*=q

packages/shared
Zod Schema - Vite Bl &

viteConfig + resolveUiAlias

packages/ui
shadcn 2B #4FRED

AR

packages/server f&#i @ecoctrl/ui

A, A Bk,

5. FBAFTIER

HE=/{KZR | EcoCtrl

THERN A

HEAE

apps/admin
React 19 SPA

apps/web
React Router 7 - BabvlonJS

vite build
Rolldown 4%

[ @ecoctrl/ui RANET shaden AR RIZ:

1. HIALETERA monorepo HRERDL packages/ui BF
2. i817: pnpm dlx shadcn@latest add <component> -y
- BohTFHAHREE packages/ui/src/components/ui/<component>.tsx
- BEAMAGEKH (Radix UI 8%)
3. i&fT: pnpm generate-proxies

- 33 src/components/ui/

BHR

- B#7 package.json By exports FERINFHFEREE

- B3 TypeScript AR
4. TEHBEE App FENEFEH:

import { Button } from "@ecoctrl/ui/button"

6. MEITNEE

- L
I
@ecoctrl/ui &

REA

RN K, HEE App RIENEEZEE

https://docs.godot.qzz.io/reference/architecture/shared-packages
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vl
(=) [REH
VR ) E S
&85> J94t TypeScript 228!, #93A Zod Schema (CEZEEIHREF
@ecoctrl/shared 5 R .
HMEE); RSHEET rollup ITE—HEF
_ vp build FTEFTEMKE (8% shared packages J&F3) fiHir
consumer apps =

bundle
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= |EKX
I1/E/}|L§ | ==
TERSIZERZ EcoCtrl BURZILRHEFFR S, iiF packages/server/src/engine/ , 3£ 16 NEX

4, tAsH1T JSON DSL B XY T 1E7 DAG, SIZE#IAINRFMRIHITH =, HiP
ExecutionContext ETX, Admin EEIRMHEET exyflow/react HIRI{I{LLRiIESS,

1. 51X

engine/

— types.ts # 1Z0FEE: WorkflowDSL., WorkflowNode. WorkflowEdge. E>
— validator.ts # DSL £ (= ID. WEEM. HEFER)

— executor.ts # EFHITEE — IEHIT DAG

— trigger.ts # fMRRIEEE (FhEENALL)

— expr.ts # BERFAARER (FUHENTERHE)

— template.ts # FITRERSIZE (HTTP BERE. BpEEEE)

— scheduler.ts # EREE (E#% pg-boss cron EA/EH)

— sub-graph.ts # FEHIT (loop. parallel ZHFHITEMNFEIEIT)

— upstream-resolver.ts # LSRR

— env-utils.ts # METETAKH

|

— plugin-api.ts # M API EX (RELEGNFEEENED)

— plugin-types.ts # FRERBEN (Manifest. Definition. ExecutionContext
— plugin-loader.ts # HREINEZS

— plugin-registry.ts # HEEEMPO

— plugin-sandbox.ts # MR (Z2RS)

L— plugin-executor.ts # 1EMNITER

2. DSL 514
TEFLLJSON DSL X, ARA "1.0" :

typescript
interface WorkflowDSL {

version: "1.0";
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nodes: WorkflowNode[]; // Tim%I&
edges: WorkflowEdge[]; // iB8%%&R
envVars?: Array<{

// ELEENX (F]iE)

key: string;

value: unknown;

type: "string" | "number" | "secret" | "boolean";
description?: string;
>
settings?: WorkflowSettings; // BHHFEFFRE
}
2.1. WorkflowNode

interface WorkflowNode {
id: string;
type: string; // TREBIRIA
name: string;
config: Record<string, unknown>; // TREREEE

onError?: ErrorHandler; // $&iR40IE28
position?: { x: number; y: number }; // BfR{IE
}
2.2. WorkflowEdge

interface WorkflowEdge {
id: string;
source: string;
target: string;
sourceHandle?: string; // F7F condition/switch
targetHandle?: string;
label?: string;

3. R asRE

https://docs.godot.qzz.io/reference/subsystems/workflow-engine
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typescript

typescript
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it it %A FCESH
VAR PosT
manual I
/api/workflows/:id/trigger
schedule EF Cron IER#IT cron: string . timezone: string
. secret?: string . allowedIps?:
webhook JAF POST /api/webhook/:slug
stringl[]
event: string . condition?:
event REAT BB EMN

string

ER A 28T pg-boss BE: SIR/EMITIERIIEEM (SUETH) WRAY Cron £33,

iel=t BiE 158
start ANO= BN IR MBERERE—
end KIET = ELETERPIT

condition Z4E9% JHR/RFT AT, E true 3¢ false 14

switch 4= SRS RBARE

loop {320 BHES, ABTHITFE
parallel H17 HERITEZENTHEDIX
delay HER HIFEE=ZMH

4.2. ohETI =
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TR & REER

http request EFHTTPIAA method « url . headers . body (ZIFEIRIEE)

database 1T SQL &l query . params
email R IEMRE to . subject . body
variable LETS name . value (EFFRIAI)

5. ]ITIRE

fib % 23t %
|
v
Executor €lI# ExecutionContext:
- triggerData (&%)
- variables (AIZ Map)
- nodeOutputs (FREHIZR)
- env (HIEFIEEE
- secrets (BRECE)
|
v
ERINEEES DAG:
- T REAN (RiRiaE. T8
- BT RAIESE
- BmEEN nodelOutputs
- BLEEABIHNT— IR
|

v
PITER - BHAMKE workflow executions &

6. HIRALIE

BN T =0 EBE onError AMIEES:
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retry

skip

abort

goto

1. 1B RSE (5 BER)

=Y

Th

T1EMm3I% | EcoCtrl

=RZEW retryCount X, [Ef® retryDelayMs Z=ZFb

MREABLT, RERITT—NEETR

EPMITIERRITRI

BkA%E) gotoNodeld HEMTR (FIATFEIRERE)

X

plugin-api.ts

plugin-loader.ts

plugin-

registry.ts

plugin-sandbox.ts

plugin-

executor.ts

7.1. Plugin API

E R PI AR RSO (HTTP. loT. DB. Log. SSE.

Env )

MEFEMFEHRIAES + schema

EERHRMARAS. ¥ e EHA

R eRBHEEITIIMR

R EN TERT RHIT

WEMHRIILIRAYEE#EDO ( PluginApi ) BIFE:

interface PluginApi {

variables: { get, set, delete, all };

http: { get, post, put, patch, delete };

iot: { readPoint,

readPoints, writePoint, writePoints, ... };

notify: { send, sendMail };

log: { info, warn, error };

https://docs.godot.qzz.io/reference/subsystems/workflow-engine
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env: { get };

context: { workflowId, executionld, triggerData, nodeIld, nodeName };
utils: { sleep };

expr: { evaluateBoolean, evaluateExpression };

db: { execute };

sse: { emit };

workflow: { executeSubGraph, executeById };

7.2. PluginManifest
FMEHENX PluginManifest :

typescript
interface PluginManifest {

id: string;

name: string;

version: string;

category: "trigger" | "action" "condition";
description?: string;

entry: string; // KEBAO

schema: string; // BZ& Schema
minEngineVersion?: string;

aliases?: stringl[];
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EcoCtrl Y LiiFE =7 loT Wk<AEARIE,
KL EcoCtrl API %%, H EcoCtrl Zi—0IBIANE. Token RIETAIERIERRET,

1. Z24

Iy

W28 (apps/web B apps/admin)

v

EcoCtrl API /api/iot/*

(routes/iot.ts — BEEANIERX)
|

v
IoT BR3E (services/iot/)
- Token IHEIKZE & BEIRIEH

v
3% IoT ®% (BACnet 1hiY)

2. Token &1

2.1. iotTokens Schema

schemas/iotTokens.ts — BT Token B7FK:

5 KA WiEA

id serial PK B
accessToken text XY Bearer Token
refreshToken text KA dp I HARIFT < &

https://docs.godot.qzz.io/reference/subsystems/iot
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(Admin/Web) MAEEZSMXERE, FiFIE
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5l it iR
expiresAt bigint ey HARYIE] (Unix Z2FDETEIEL)

2.2. BEIRIFRALH

FRHIEIERRT, REBINE expiresAt o W1 Token 7£ 5 ¥R HR (HEILH), B

’—

17!

M Token EN¥HA

F refreshToken BRI RIS

. FAHE Token X% iot tokens &
. BEITIRIBIER

~ W N =

BIIREMNERETEER — HAEXKZEAZEEIMKEME 401,

3. WRIRE

3.1. objects Schema

YIEIKETE EcoCtrl HFR/RA objects

5 i WiEA

id uuid PK FH

code varchar R X E—HRIRRT

name varchar AEKFRIRE

type varchar K. EREII. HITER. RS
description text AlEE R

metadata jsonb EhEM (B, 812, hiNEE)

MRAITE Admin FEFEEE, IMNXILERD.
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3.2. points Schema

loT R EIEIRE
5 eyt WiAs
id uuid PK FHR
objectCode varchar KEAHREY code
code varchar RAMTIRTF
name varchar RALB R
value jsonb HElE
unit varchar BfiL
updatedAt timestamptz E AT

4. API B&H

FiE /api/iot/* BRHEFBEBMIWT GEQF):

PP iz Fes WiAA
GET /api/iot/token IR[EIZE1FHY Access Token (EIXA)
POST /api/iot/codes/values BER— MR EZ MR SEFIR0E
POST /api/iot/codes/history i S (R B ER R S E
POST /api/iot/codes/set EEESI=UEEPNE]
POST /api/iot/codes/force-set BREIB N (53 58)
POST /api/iot/alarms WExEERE
POST /api/iot/alarm-configs Sk

S ZHEEE

https://docs.godot.qzz.io/reference/subsystems/iot
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5.1 R &
TE R Ll
BASE_URL =z i 10T <& URL
APP_ID 2 Token RIFFBYERRIRI XA 1D

MEM packages/server/.env.local EEY, &4 loT RSEE.

6. Web [TJFP &R

apps/web YRFZBAMGRED dataType: "iot" ZBEZR loT 2{i{H. HIlHELHIA
/api/iot/codes/values IRENERITIEIFELR,

7. AR

* packages/server/src/routes/iot.ts — loT fVIEEH

® packages/server/src/schemas/iotTokens.ts — Token RENX
e packages/server/src/schemas/objects.ts —I@EWNRRE

* packages/server/src/schemas/points.ts — m{UEIER

® packages/server/src/services/iot/ — loT IRSBE
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3D REIEL

EcoCtrl i@id Babylon.js 2332 E 3D BN AI L. BEIEFIBEI Admin F‘*J:ﬂr‘ glTF/gIB 1&

&, WebljF‘MTEE%E’HEM%E\ MEAMERRIER. B R=FEER: BE L%

paicE. KR

18 %

1.1. EEERH

routes/models.ts OIBREAY H(&:

o BAXMHPREI: 100 MB
o TN .glb (THHIgITF, BiE). .qltf + .bin +43FE. .obj
o 7FfEMIE: BURT STORAGE PROVIDER ECE

e local (FFARIFIE): uploads/models/ EF

e minio (£FE): MinlOB ecoctrl-models 7Ef#if

o WHINAFF: Zi—idid API XIBiF = /api/models/:id/file Y /api/dashboard-
model/file ifiA)

e MIME Z£Z!: model/gltf+json . model/gltf-binary

1.2. EfERE

EPRFim multipart k%

RS 2]RNE NGBS

WE (XfEA/N < 100MB. MIME. ¥ &)

#5h%3 uploads/models/ RARUE

N models RiZR (RIEXHH&. XA/ MIME 2. URL)
BRGNS XH (try/catch/finally)

S Ul AW N

1.3. Admin Ul

https://docs.godot.qzz.io/reference/subsystems/3d-pipeline
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e ModelFileZone.tsx — ##8 EZ X1, &R
e ModelViewer.tsx — &F Google Model Viewer B & # giFil ki

2. FHERE

2.1. models &

2 1% 3D {RERY T EE:
51 it iR
id uuid PK FiE
name varchar [RIG 42
fileUrl varchar A URL: /static/models/<filename>
fileSize bigint XHRN (F)
mimeType varchar MIME 288!
description text EIprizpuy
createdAt timestamptz BIEERTIE]
2.2. dashboard_models %
BITYRECE:
51 i) iR
id serial PK ShiE
modelFileUrl varchar HANRE S URL
cameraPreset varchar RN AE
ambientLightIntensity real Wi aaE (0-1, 2RIA0.85)

https://docs.godot.qzz.io/reference/subsystems/3d-pipeline
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5 i) AR

hotspots jsonb ASPRICEE {x, y, z, label, targetId}
labels jsonb REEEH {position: {x,y,z}, text, color}
modelFiles jsonb SIRENHYIR (EREHE. RER. HF)
updatedAt timestamptz EHrAYE]

3. =iRiEES

Admin &1 3D 17=4%%E88 ( DashboardModel.tsx ) #F 3 FRiEIET

3.1. model &=

BIBERIS M BB HIFE. I8BMESR (critical / background ). YIHEEI M, ZHFZIE
BN EINE,

3.2. label &z

7£ 3D =M EMNRIER T, fRiEssiEd modelEditorStore
( apps/admin/src/store/modelEditorStore.ts ) BIERE:

typescript
type EditorMode = "select" | "placeLabel” | "clipPreview";

£ 3D RP R EERE

TR B SRR, WNEH. SI{EHE
REATRE (KFXR)

BEifRTF

3.3. action &z
EEEMENREE, BMMrEAYHEZ N EIE, B!

s BRHERER
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o SMEMSERATIE
o EIRXEX loT #uE
o fRAFRAAIEH

4

4. RRIZBRYE

AR B ETE 3D SRR EfRiC:

e HEHET label XZAIER

o SMABERERRLTIE

o FRFKEE targetId RISERT loT #43E

MEZBEEL 3D UERHAXAER, ERTRCERDK. 19EEIEREFXE.

5.Web [JPEZ

apps/web/app/components/dashboard/building-view.tsx JfNZEE:

o A W N =

5.1. 1A%

g
Default View 01
Top View

Side View

https://docs.godot.qzz.io/reference/subsystems/3d-pipeline

5iBA

IEE#ES

5 R ]

EMIIE

3D ##AUEL | EcoCtrl

GET /api/public/model REUZHRECE
8J#Z Babylon.js Engine + Scene
ScenelLoader.ImportMeshAsync HNEEE!
Rz MV IF IR YR E
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6. API

737
GET
GET
POST
GET
GET
DELETE
GET

PUT

https://docs.godot.qzz.io/reference/subsystems/3d-pipeline

/api/public/model

/api/models

/api/models

/api/models/:id

/api/models/:id/file

/api/models/:id

/api/dashboard-model

/api/dashboard-model

3D ##AUEL | EcoCtrl

iER

RNFHREE (EFINE)

FIHE EERE (FFIAIE)

LIRS

RETTEE

MIVREMR B S

TRIBRAR BN S {4

RN H=EE

B RECE
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SEBYI@(S (SSE)

EcoCtrl /A Server-Sent Events (SSE) 323

1. 2244

IRHE (routes/events.ts)
| POST /token %% SSE JWT

| GET /events SSE &% (RzUManz)

v

SSE Manager (sse/manager.ts)
| EZEE. OBk B
v

SSE EM4PAY - RiEE@EE
|

v
N5 28 EventSource #EUR

2. FHANE

SSE EZFRMITAVEEHER JWT &

SKRFIE{E (SSE) | EcoCtrl

28 2 P iin Ay SS B EUE HEIX

o A POST /api/events/token FXKENSHE (30 #hERKER)

o {FRASHRIEIL SSE & E GET /api/events?token=xxx

o S EE userld 1 purpose: "sse"

o 30 M I HAEREIREN

3. LBk
o REBiImE 30 #REOBREH

https://docs.godot.qzz.io/reference/subsystems/sse
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o DBKEEEHFIER heartbeat FMHFIFTEIE
o EFIRIMEOBHME LT 90 #Ur]HI EEZMTFT

4, FHFER

=it ki) payload £5#4)

widget update NEREBGEIEER { metricKey, type, data }
widget delete NREBAMEBIREEF { metrickey }

lighting update FREAR S TE { labelld, groups }

5. BAFIRAIEAL 32

o EMAENREIRENTY, BEDAE
o BAFIRRERIRIE KX R F M
o ERITANE=MNE, BREERAKETHEHRLR

&&*E /1L

Admin/Server um&iXZEMH - SSE Manager
> YK - SRR (text/event-stream)
- W%28 EventSource - parse - store dispatch - UI &
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Al 58 BEBNF

EcoCtrl &£ 7 Al FERESIFEINEY) (Pet) RS, Al FRKIRMEZ Provider W KBS IEE A
B. SSExmmt. ¥ BITEEMAMRIEEIE, Pet FRALAEIERFRIER HE, IHEREFIRARF
RIFIRE,

L Al fRIE & ZRHY

Al 24 ( routes/ai.ts ) ZHEFM LLM i2tE, BIFIRTS)HE:

R E iR
AI PROVIDER anthropic 3X openai
AL API KEY API Z4H

ALBASE WRL  EENAPIHS (Fi, BFRERHRAR0)

AI MODEL Rt i

1.1. Provider i&H2
ASEIIS—B Provider 32O/ SDK:

e Anthropic: {#fH @anthropic-ai/sdk , #¥fClaude ARFHEE! (40 claude-sonnet-4-
20250514 )

e OpenAl: {#H openai SDK, X#F GPT-40 FHi&H!

Provider BT RS Bapf BYME T £ EE, BITHNABYIH,

2. MIEMAE

EPigAIX POST /api/ai/chat
{ message, sessionId?, context: { currentPage, currentRouteData? } }
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|
v
ARSSimelE/ EIkXIiE Session
|
v

& Prompt (BERLIES + AR LETX
|

v

JAA LLM API &z SSE i)
|
v

AI EEZF chunk #EEXIEFIE

v
MR Al RETHRFER - HITTHE - £AREE - AT 4408

2.1. SSE sm\ it

POST /api/ai/chat ¥ E&d SSE ZFIR[E] LLM AR

EfF: message start -
Ef: content block -
Ef: content block -
Ef: tool result -
E4: message complete

sessionld, timestamp }

type: "text", text: "..." }
type: "tool use", name, input }
toolCallIld, result }
stopReason, usage }

P N TS

l

3. TEFEA
Al TJLURA A A% T ERIRENSEA#iE, TH@id tool registry ( @/ai/tools/registry ) Eff:

typescript
interface AiTool {

name: string;
description: string;
parameters: Record<string, unknown>;
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handler: (args: unknown) => Promise<unknown>;

NETAGE:

THRRZFR

getDeviceStatus
getEnergyData
getFaultList

getWeather

TheE

EWREEITRE

EWREFES TR

TRIFAMEZ: LLMIR[E tool_use 3R - Ar5588H1T handler » R [EIZ4 LLM — LLM &L

=

4, FHEEIE

e Session EF aiConversations RIFA

o F Session (REBFTEINIEHE (messages #1£H)
o ZHRIBIEFNE. YIRIHEMNMIERT £ 34E

o @it token PRHIBY B EhEBIRHIE R

o 2iF 24 /\WTERNGBEATIC AT

5. Pet &%

Pet 24t ( routes/pets.ts ) BIEMFEEYIRIINIFMITHEE

Ui 7k ks
/api/pets GET FREXR] B 53R
/api/pets/:id/spritesheet GET REXEYIHIE R E

https://docs.godot.qzz.io/reference/subsystems/ai-pet
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i £ Pabz A
/api/pets POST LEFEY) (2IP 8483, & spritesheet + metadata)
/api/pets/:id DELETE fpx7E4
5.1. AP fR%F AP
EHRIFET Al preferences API BIE:
fREFI WiEA AI%{E
theme ESs] light / dark / custom
voiceEnabled BERRAX true / false
voiceSpeed BERE slow / normal / fast
petPositionX/Y REAIELIR 0-100

wakeWordEnabled R B2 33) FF >

true / false

RUFTFMETEEIREE pets preferences TR, BXEMGAE SSE HEIXEF]iH,

6. FHRfF

® packages/server/src/routes/ai.ts — Al BIRE&H

® packages/server/src/routes/pets.ts — Pet B&H

® packages/server/src/services/ai/ — AlREZE

® packages/server/src/services/ai/tools.ts — LRI

e packages/server/src/schemas/pets.ts — Pet #iEIEEY

https://docs.godot.qzz.io/reference/subsystems/ai-pet
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ESATIRSE

EcoCtrl £ pg-boss LI FeNEEES LI, FREESTFMETE PostgreSQL A7, HIE{1TIE AP
RS RE—#HFZHH Worker JH#

1. Z24

API 53K ERS % 25
|

v
boss.send('queue-name', payload)

v
pg-boss (PostgreSQL iX)

— pg boss.job (FFRIEES)

— pg boss.archive (B5ES)I1Y)

v
Worker #3f - #1117 handler - BHFRE

v
R / R (BRXZIEE)

pg-boss BiZfF R Fastify FTTERY PostgreSQL #iREFEEE, AHEEMIIAIBATIEMIZH. F57T
BIRTFIRSEIZMEEEIBEM pgboss schema T, @B TEHERE,

2. 18Rk
PAFIZRSEIE queue/pgboss.ts #IEE1L:

typescript
import PgBoss from "pg-boss";

const boss = new PgBoss({
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schema: "pgboss", // ML schema EH&RZHR
connectionString: DATABASE URL,

});

await boss.start();

KBRS
2 pikz
schema 37 schema &#R, AN pgboss
connectionString PostgreSQL E&F T
pollIntervalSeconds WIgFESER (FAA 2 D)
retentionDays FTERESHRERE (BAA30XK)

3. fE553RE

5 INIES
IRFRER report-generation

HIEEED backup

TIERHIT workflow-execution

3.1 RixfE55

await boss.send(
"report-generation",

{
reportId: "rpt 123",
format: "pdf",
userId: "user 456",

b

{

https://docs.godot.qzz.io/reference/subsystems/queue

iR
S 4R PDF/CSV BEFEIRR
E N EDBIEERIFME

HATIIER DSL EXHIESS

typescript
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retryLimit: 3,
retryDelay: 60, // #

}
);

4, Worker
Worker £ queue/worker.ts HEfR:

typescript
import { getWorker } from "./queue/pgboss";

const worker = await getWorker();

// GEMRERE AL IEER

await worker.work("report-generation", async (job) => {
const { reportld, format } = job.data;
/7 BATIRERER. . .

}) s

4.1. ZITHER

[El— Node.js #IEHIETT (RIRILIPE)
FARMEBoiEs) (6 APl RSS)

&R RHIEETT

T EA (UA0F SIGTERM E 2 Y eSS EERY)

5. =i\ 5%tE

5.1. fEEiBE
fES5 R ERIE S KIafREIR

e F1XRER: 605
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o F2XRE: 1205
o FEIXRE: 240 Ff5

BEEAT: retryDelay * 2~ (attempt - 1) , ERIAFIIBLEIR 60 F1,

5.2. Ft{=5REK
%15 ThH
B RERIA LR ¥IE PR BEEFTHERA

RERAEIRRE ESHREA failed HAFRENRS

REES fREBTE pgboss.job FH, KEA failed , AIHAILEHE
FHEFHRA @it pg-boss API 2 SQL BI¥&FE{S EFHINNBAG!

53.ZLFEN
sql
- BEGEHES
SELECT * FROM pgboss.job WHERE state = 'failed';

-- FEIEFHIA GEEFRNRESH created)
UPDATE pgboss.job SET state = 'created' WHERE id = 123;

6. st

i pg-boss AE R EITPATIIRE

& na

pgboss. job FIEESIER (BRI, BT, XK
pgboss.archive B A

pgboss.schedule ENESEE
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6.1. HHmEEN

sql
- - BAFIIFRIEBES R

SELECT name, COUNT(*) FROM pgboss.job
WHERE state = 'created' GROUP BY name;

- - RIERMBIRTREMIES

SELECT * FROM pgboss.job

WHERE name = 'report-generation’' AND state = 'failed'
ORDER BY created on DESC LIMIT 10;

7. AR

® packages/server/src/queue/pgboss.ts — pg-boss MRt SEE
* packages/server/src/queue/worker.ts — Worker ;5401225

e packages/server/src/queue/types.ts —{ESHHFRLERITENX
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WebTalk & @2

1. fi#/RAYE)EL

WebTalk E—1NE=7 loT TR EEFT S, Admin E8&ET iframe RANESEREAN, X' 2EE
TRRBR PRSI Cookie UL, SRSIETL A4,

WebTalk A2 ( routes/webtalk.ts ) BITBECRTEEH /* EFIE /api/webtalk/* iFK
BEEEE & B _EIERY WebTalk fRSS, fE iframe fR#F5 Admin E&[EIR, MMRRES Cookie ja]

o

2. TFIR3E

Admin JI%52§ iframe - /api/webtalk/* ([ER)

v
Fastify webtalk.ts (BERRF /*)
- REEEIEKRSE. URL BRENEIISEH
— %% Authorization HEMELE
— T¥E hop-by-hop k&

|

v
£ wWebTalk BRZ32% (env.BASE URL)

v
mAzRE] - fetch BbfRE4E -~ H&RANGEE

3.1.15KER
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RIBE A RERIBIERAOTEM:

RLBEWS HTTP /7% (GET. POST. PUT. DELETE %)
REBRIA URL BRERMEIEHESEK
¥ & Authorization #1 Content-Type FEkL

TRAEREERL (JSON. RE, ZiHHl)

3.2. LERALIE
FRIMRIBTEATIE hop-by-hop ki, XLEKIPR HTTP ERTTHIR, FRHERAE !

® connection
® keep-alive

® +transfer-encoding

® te
® trailer
® upgrade

® proxy-authorization

® proxy-authenticate

3.3. ez &b 3

£ fetch APl LIFARRIERK, FHAERERE ERE

BnfIE gzip . deflate . br (Brotli) HEEMRG

Mel Nz Sk ZREIFEIT S content-encoding 1 content-length , BRSO IRERIHR
TIRFARMN 2 RER (streaming)

®E cache-control A no-store BALEMAREEETE

3.4, REZAE AN

typescript
async function proxy(req, reply) {

const upstreamUrl = “${env.BASE URL}${req.url} ;
const headers = filterHopByHop(req.headers);

const upstreamRes = await fetch(upstreamUrl, {
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method: req.method,

headers,

body: reqg.method !== "GET" ? req.body : undefined,
})s

// SIEMENSKFR hop-by-hop k&
const responseHeaders = filterHopByHop(upstreamRes.headers);

reply.code(upstreamRes.status);
reply.headers(responseHeaders);
reply.send(upstreamRes.body); // HRAKIE

4. L

WebTalk RIEREFTEEG R JWT JAE (B Admin API)
L URL M env.BASE URL iEEY, FNEBAZTF ik
AR EFMEERESEA N SN2

it _E AR AR RIS E B R B g

5.8c&

HRTE i BA

WEBTALK BASE_URL i WebTalk ARS3 28860 URL

6. R 1F

® packages/server/src/routes/webtalk.ts — WebTalk kAR

* packages/server/src/utils/http.ts —HTTP TE&%L (hop-by-hop idiE%)

https://docs.godot.qzz.io/reference/subsystems/webtalk 148 | 257



WebTalk k[ 3E | EcoCtrl

https://docs.godot.qzz.io/reference/subsystems/webtalk 149 / 257



WHERRFA5; | EcoCtrl

A F 2R 5

FHP A F RS ae s IR ROV IR AIE. RFEEX T ERURENNAYHHIRE (W0
kgC02/kWh )o RAFRARRUNDEMEMEFERETF, FHS5EFKEESEHREFEIEER
Z, #5 Energy BIREXBI LI IZ Ho

1. BERE

RAEBEMKIZLRK: carbon factor nodes #1 carbon factors , S3RITFEED RNEHFTIR
ANEAEFE,

1.1. carbon_factor _nodes (43Z#d)

FER E3it) 17 BH
id serial PK T
name varchar PRBIR (G0 TEBA TRAR Tky THA))
parentId int FK RTRID, ZRHZRBE
isExpandable boolean BEEFTR (BTrmEH/TE)
D EWRA:
HE A+
— &85

F— f=REm

F— fdbem

L — AIB4EER
=

— BEXAS

L— LNG

A
X
i

K

[T

gl]]}
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70N

1.2. carbon_factors (EF&)

id

nodeld

name

value

unit

source

effectiveYear

createdAt

updatedAt

E it
serial PK
int FK
varchar
numeric
varchar
text

int

timestamptz

timestamptz

2. SERZEEERY

A rERIEREER AR FEEFEHTIEERY .

o A W NN =

2.1. [ 2 SR

EiES (BH) MRRAY
EREREIBE API, REULEEH

WERF - BoiEASENMEFE

BEERETF - BEEH (RERFIER)
EZElEMEASEN - EitES|IREREFHIHERRAR

https://docs.godot.qzz.io/reference/subsystems/carbon

WHERRFA5; | EcoCtrl

WiEA

£

PRESETRID

EFE&M (0 MERBRBIHREF)
HF#{E (400.7035)

B4l (Y0 kgCO2/kwh . tC02/7m3 )
HURSRIRIREE (30 TEZRANE 2024 FH0E))
EXMED

elEE3E)

SERTAYE]
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LR WHIEFH
g EAF BEEAM D ET SHNEFIER
BETE BEFH, RY source TERER

ERFEAF #RE deprecated , AEMBEFHLIIE

AEZ5ekfa, FME3IREZERFRAEHMAMEIEESENERITEY] (@8I pg-boss FH
2h3E) o

3. 5 Energy 1=3REXTS
BHMET RS Energy (AEHE) EAREER, UMAEEIBHIKA EER:

REFELRIE (energy readings)
- areald (X3 ID)
- energyType (BEJR3EE!: electricity/gas/water/heat)
- value (gE#%E(E)
- unit (BEFEEAD)
|
v
Eid energyType DLEZEREF 45 Si
BRI N KIS R #TA A F
|

v

MHNE = BEFEE x HRETF
£RE N carbon emissions &

v
REEH:

- EEBWHHERRA

- WHREEE (B/R/B/%)
- B S bR

3.1 xRt B
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typescript
// EREERTE

function calculateCarbonEmission(energyValue: number, energyType: string, regio
const factor = findFactor(energyType, region);
return energyValue * factor.value;

4. AP| ime=

FiE S AR
GET /api/carbon-factors REAFHEN (EEFE)
PUT /api/carbon-factors FHREFE (FEEANE)

GET /api/carbon-factors/sync fih & SEIREERNED

GET /api/carbon-emissions EBMAREIE (RIFRXE. BEifHik)

5. XX+

® packages/server/src/schemas/carbonFactors.ts — EFERENX
® packages/server/src/schemas/carbonFactorNodes.ts — 33MREN
® packages/server/src/routes/carbon.ts — BxEFSHE API B&H

* packages/server/src/services/carbon/ — BitBIRS
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FRERIZHI RS

BRBRITHI A SR X BRABA RSN E B SITHIEE o FHFEEI 3D FE A EKIEARE, T
LightingSheet MIAERFAITH XIRIE. BimLIED loT ARSFXEYIERAL, 7E loT BE&R LA
F Mock R FFERIETTo

1. BRI

3D HRPAFEEITE
|

v
LightingSheet iRk (HilmA L)
| &/ i/ HEIRE
v
routes/lighting.ts (FixE&H)
F— IoT 4 - &5 IoT mfi (readPointValues / writePointValues)
L— ToT ®% - Mock GroupStore RZHEL

v
SSE lighting update FEf - FAEEZLNNIELNEY

2. FREAINSIRE
SMRIPSAE ZHRE:

K& BX
on HAFFBITA2EHFR
of f HRFREITR2EIXH]

half BRAR EREAEXEESRS)
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3. APl g

FE e 15 EH

GET /api/control/lighting/:labelld/status TR XIG N BRIAAIR ST

POST /api/control/lighting/:labelId/toggle PR EERRLA BOIRES

POST /api/control/lighting/:labelId/batch HELEFITHE X
3.1 TERKE

GET /api/control/lighting/:labelld/status iR[D]:

json
{
"labelId": "area 1",
"groups": [
{ "id": "gl1", "name": "FEHBF", "status": "on" },
{ "id": "g2", "name": "R{ET", "status": "half" },
{ "id": "g3", "name": "RMRAHHEA", "status": "off" }
]
}
3.2. YRSt EiH]

* toggle . EPHRBALATE on o off ZiEYIR (WRYFIE half , FUIHEE] on)
e batch . ZIFLZFTF (action: "on" ) HLZPXF (action: "off" )

BiREFRESE, 8 SSET# lighting update BHHBIFAEIEZANS2RED

4. AimAYERAY

4.1. LightingSheet 48

apps/web/app/components/dashboard/lighting-sheet.tsx :
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e 320px FEMLAEIR

o XIFHIEIFRFTHIAE (label FIRK)

o FHER light-bulb B#x (on / half / off =FhDitER)
o HHITBENRTIHRRE

o LI EIRIFIRHE

o RMEHIER: %FH Ul, IRSHEHIAKKIEELR

4.2. Zustand Store

FREIRZSE A Zustand BIE ( store/lighting.ts ):

typescript
interface LightingStore {

groupsBylLabel: Record<string, LightingGroup[]>;

initGroups: (labelId: string, groups: LightingGroup[]) => void;
updateGroup: (labelId: string, groupId: string, status: LightStatus) => void;
mergeGroups: (labellId: string, groups: LightingGroup[]) => void;

}
FiE WA
initGroups BRNINEX 15 IR BALA #41E

updateGroup EHEMIRES (RERAR)

mergeGroups B F SSE HEXMM EIREEH

5. Mock P&ZK R0

L loT IRSAATARY (MEEHFE. WMXxEL), RERERERN mock BEEIGIRERFRIREE
W

e M dashboard models B9 label E2&I#ERTIREES4H

o REMREENTE Map # (keyed by point ID)
o ZIIEEMNEIS. TR, HEIRE
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5.1. Mock IRZSERE# M

getMockStatus (labelld) BEEMIHETHRIRE:

RIREES REER
228 on on
288 off off
SBE on M off half

Mock RIUHFRA APl AR 7B — Riin AR ERA loT BEELK.

6. SSE &

FRIIRAS L @D SSE Manager I #& lighting update ZEf4F:

{
“type": "lighting update",
"data": {
"labelId": "area 1",
"groups": [{ "id": "gl", "name": "ZFEHBREA", "status": "off" }]
}
}

BIimEIE mergeGroups FiABIEHHATIREE] Zustand store, ik Ul EFEZ,

7. AR

® packages/server/src/routes/lighting.ts — BBREAITHIERE (& Mock FR4IZLE)

https://docs.godot.qzz.io/reference/subsystems/lighting
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INESAF AP

WESARRREBEZRFEMER. Token EanFHIEE. AP CRUD. TAIRELK OAuth 5
ZHER

FhEImS (PBRifie R ATIN) IYEET Authorization: Bearer <accessToken> o Access
Token ERIA 15 oI HA, AI@I /api/auth/refresh i,

SR APl SE A Ein THN@T Swagger Ul &if (At %
http://localhost:3000/documentation , £=¥Fi&%: /documentation )

1. BR5F

1.1. POST /api/auth/login

INIE: A

ER AP Ao MR + 205 F, iR[E Access Token 5 Refresh Tokeno
FER et 1 B8

usernameOrEmail (body) string B RZEAERFE

password (body) string RS

MR accessToken string JWT Access Token (ZRA 15 53%h)
MR refreshToken string JWT Refresh Token (FBF#ik)
MR user object HEARERER

1.2. POST /api/auth/register
INIE: A

BIEFAF,. ARRIELEE /api/auth/register/send-code &KIXIGIUFFD,

https://docs.godot.qzz.io/reference/api/auth-user 159/ 257
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FE it A
username (body) string BR&
email (body) string BB MRS
password (body) string Zhg

code (body) string 6 I3RS (5 DEHER)

1.3. POST /api/auth/refresh

INIE: A

FB Refresh Token #:EX#ETHY Access Token + Refresh Token 3¢, JAFBEE Refresh Token 37BNk

Mo

[

iER

FE %

refreshToken (body) string LEIBEMH Refresh Token

DAL accessToken string #1 Access Token
BN refreshToken string # Refresh Token
ATt
2. ZSEE

2.1. POST /api/auth/forgot-password/send-code

[ EARERFE R 1% 6 U Z S EEINIER,
TR KA 5EA

email (body) string JERRERFS

2.2. POST /api/auth/forgot-password/reset

https://docs.godot.qzz.io/reference/api/auth-user
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INIE: A+

FRIFEEE R,

FE Egid] Wi
email (body) string JERRHBFS
code (body) string IS

newPassword (body) string R

3. HRIAF

3.1. GET /api/auth/me

REEINERFBIFAES.

M 7 B it iR
id number FF 1D
username string RFR&
email string HRFE
avatar string & URL
role string RFRAt
createdAt string Bl EBT8]

4. AP E1E (CRUD)

EHAHER12: /api/users/:id

4.1. GET /api/users/:id

https://docs.godot.qzz.io/reference/api/auth-user 161/ 257
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REEEAFRIFAER. FEABNNARNEEGNR,

4.2. PUT /api/users/:id

EIEEAFFER (WERFE. TR, kK)o

FE& it L)z
email (body, AJi%) string hrza

username (body, AJi%) string WMBRZ

avatar (body, AJi%) string G344 1D

5. AFIKE

5.1. GET /api/settings

REHFAF R MENIRE,

M Sz 7~ )

theme "light" / "dark" / "system"
language "zh-CN" / “en"

timezone "Asia/Shanghai"
notification object GBXI{RYF)

5.2. PUT /api/settings

EMHRAPRIRE, NERHBEHRNFER, REHNFERFAFAE,

6. OAuth E=1F%8F

https://docs.godot.qzz.io/reference/api/auth-user 162 / 257
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6.1. POST /api/auth/oauth/:provider/authorize
IANE: 3

S PR

:provider (path) %#F wechat / feishu &

MR redirectUrl BkEL 5 = A RATImEAY URL

6.2. GET /api/auth/oauth/:provider/callback
INIE: 3t

FZFENEFND, RIBCHASHB5ME REBL.

6.3. POST /api/auth/oauth/bind
& OAuth BB ERIHFIEERKS,
FER e 388
provider (body) string OAuth 1 1HE

code (body) string =S

6.4. POST /api/auth/oauth/register-and-bind

fEA% =7 OAuth R[EIRI A A ZEF B EIRIZK S HHE,

FE it A
provider (body) string OAuth 1217
code (body) string T
) BheIZRP + 48E + % Token

SEEH APl BE O] EIE TH BT Swagger Ul & (AMIFF% :
http://localhost:3000/documentation , £F¥f1%:. /documentation )
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PHEREL SR AP

SRR S NRIZREEYBRMIR PN =EMKR . K8 QD REXMH). WR WEigE/Z4E

LK), R (BIERER). FFERRHIHIAL

SR APl BE A Eia THN @ Swagger Ul &Eif (At %
http://localhost:3000/documentation , &£F¥f1%: /documentation )

1. =5

BRI _ERHY 3D HREBIN M (WNEBNEW. IREIRE), XHFHEUBEBUAT
STORAGE_PROVIDER ECE: local #EI{E&EE] uploads/models/ , minio BRI EETF MinlO
ecoctrl-models 7FfiEt@, #i—i@id APl XIBlxs /api/models/:id/file AlAl,

1.1. GET /api/models

FILFrE B LERE, ZFDTISH.

FHBH gt 15 EH
page number g, ikl
limit number FoiEE, #iA20

search string BREMER

e 57 array 1RETR

1.2. POST /api/models

HERRE,
FEE it BiER
name (body) string 1B Z R

https://docs.godot.qzz.io/reference/api/data-model
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FE S iR
description (body, AIi%) string iR

file (multipart) file 3D RBIX
MLz id number FREL 1D

1.3. GET /api/models/:id/file

MIVABIRE N ZHBINS. FE: REE GET /api/models/:id ; FREVEEIS R (E A this
&

/N0

1.4. PUT /api/models/:id

BEIMER TR,
FE il 1t EH
name (body, AJi%) string FRAFR

R

Ht

description (body, AJi%) string i

version (body, AJi%) string EINCS
1.5. DELETE /api/models/:id
fHBRIR TS K H R BX S s

1.6. POST /api/models/:id/import-points

FRBREXBI SR EFS N R AL

FH =STRN :

points (body) array RALE X 5IFE

https://docs.godot.qzz.io/reference/api/data-model 166 / 257
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2. W SBIR
xR Ll loT WX e HIRi8 & BB I MIB &.

2.1. GET /api/objects
FIHFRE W SRR,
TS it WiER
modelId number AR %
page number g
limit number FHE

2.2. POST /api/objects

ISR,
FE S A
name (body) string IRBFR
modelId (body) number KEXHEEY ID
code (body) string I RIRES
description (body, AJi%) string E{E:pUN

2.3. GET /api/objects/:id

RIS IHRIFE, B&XEHIRATIR.

2.4. PUT /api/objects/:id

FRMFSHRER.

2.5. DELETE /api/objects/:id

https://docs.godot.qzz.io/reference/api/data-model 167 / 257
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ARl 55 3 B Ko KEXBY = (L K4

3. Rl

AARBIERENSNETT, W loT MXHH—NMERE.

3.1. GET /api/points

FI =i,
TS Eit) Wt EH
objectId number Rl 53 R ik
page number g
limit number B E

3.2. POST /api/points

Bl s il
FE it WiEA
name (body) string RAIRFR
code (body) string RAI4REG
objectId (body) number FREXZ ID
unit (body, AJi%E) string B
dataType (body, AJi%) string BEER

3.3. GET /api/points/:id

RELAALFE.

https://docs.godot.qzz.io/reference/api/data-model 168/ 257
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3.4. PUT /api/points/:id

EfTRERE.

3.5. DELETE /api/points/:id

MR Lo

3.6. POST /api/points/import

HESNRAEE,
FEL it Wt
points (body) array RAULEXEAE

objectId (body) number FUAKEEXIR ID
AR, imported number BRIWSN#E

AR failed number KEh=

SEER APl BE A EIB 7A@ Swagger Ul &EiFE (AMIFAF L :
http://localhost:3000/documentation , &£/=If1%: /documentation )
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RER S HFAX AP

BERSIHIPAR IR IR M XIS AERERT . IFAIIEE W, FRITTEURBHIREFEE, FrBinmY
HIAIUE.

SR APl BE A Eia THN @ Swagger Ul &Eif (At %
http://localhost:3000/documentation , &£F¥f1%: /documentation )

1. XIEEFE S A

1.1. GET /api/energy/areas

ROR KIS SFTEERERR, URREAZ2.

MBI =7 B KE WiEA

areas array Xig 5z

areas[].name string X352 #R

areas[].currentPower number LEIIHE (KW)

areas[].energyToday number S HEZEIT8EFE (kWh)

areas[].energyMonth number A~ H RKitae#E (kWh)

areas[].status string BEFEIRZS: normal / warning / overLimit

2. FAREFEENE

2.1. GET /api/energy/details

1RE (8] SE B B I 4R RERE R,

https://docs.godot.qzz.io/reference/api/energy-carbon 170/ 257



to

interval

MRz

BIMIEREE timestamp .

3. BERESE

Egid]
number (AJ %)

string (ISO 8601)
string (1ISO 8601)
string

array

3.1. GET /api/energy/stats

iR [O] %2 T B (B SE | B RERESE 11 3 4o

BEJR-SHRHEN API | EcoCtrl

BieA

X35 ID, REMRELERXE

FEyaeTa]

£EoRETE]

BRAHIE: hour / day / week / month

B iR R 5 &

value . unit . areald.

IS RE WiFA

areald number (] %) X 15t st

period string #1+HEHA: today / thisWeek / thisMonth / custom
from / to string custom [EHRESWALE

MBI = B E it WiEA

total number SEEFE (kWh)

avg number FIYRERE

peak number I&{EREFE

peakTime string {8 %& 4 B a]

comparedTolLastPeriod object 2N i A=

https://docs.godot.qzz.io/reference/api/energy-carbon
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4. B EF

4.1. GET /api/energy/carbon-factors

R [EERHFRE F I, ERIRERIRRAR (WBH. KA. KF)o
M2 = B KE L

factors array EFH, 8MTRE id . name . value . unit . children

4.2. POST /api/energy/carbon-factors/refresh

AR i A E FEIERI D /RFT. M iR R E R ST RV BHE R R+

IRz
success boolean

message 45 R 1% BB

SR AP BE A EIBTTHNE Swagger Ul &EiF (A3t %
http://localhost:3000/documentation , £7F*¥f1&: /documentation )
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TEARSHRIT AP

TERERIEH BRI UREREN. &k, HT

$ QET / % EERK >
)38
o)
™ BHEERE (KWH) 4 REELE (%) A FAEBEE (W)
f o )
= 2,640 0.0 01
s .
) ~+12% B EARM +40.5% BEARM V-2 g AR
%
a E—REFERSE (5 TH)
o A @ =l
&9 Mon - Sun
A
600
4%
O 450
&
300
150
0
Mon Tue Wed Thu Fri Sat Sun

RGURE: IEWETH Tr&E: 2023-11-20 03:00

1. T{E# CRUD

1.1. GET /api/workflows

FIHFRE TIERE

5 eyt WiFA
number Dig
number wgoisE
ed boolean (FJ3%) REERETHIE

https://docs.godot.qzz.io/reference/api/workflow-exec

TEENAH T RY R

Q #HRiEE..

IHEEIR

wERM

BcHiE B3

KR C1

BcHiE B3

R A1

RS #4

o FhBR

& A8 (KG)

2,072

V-4.2% B EREH

B3

E+ 3
RE
RE
RE

RE

RIE

=J\ Ik

% L admin .

&

HEESH

S
B4
[E23:
=P 13:

KA

SHSERR
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TS it WA
0 7 array TERYIER

1.2. POST /api/workflows

SR TIERENX
FE it klE
name (body) string TERBR

description (body, AJi%) string iR

nodes (body) array TRENXFIR
edges (body) array TRENELENX

1.3. GET /api/workflows/:id

REBENTEREXNTEER, 88T RSELNEMLHE,

1.4. PUT /api/workflows/:id

EMIERAEX (B R, TRREHS) o

1.5. DELETE /api/workflows/:id

MIBR TAERE X R REXBIFR B HITIE R

2. TYEmIEH

2.1. POST /api/workflows/:id/trigger

Frpfig g TIERHNIT. ERTFIHTHRERIT.

https://docs.godot.qzz.io/reference/api/workflow-exec
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T KA A
input (body, FJi%) object (EPR N SEL =l ol & €

MR executionId string ARITHIME— ID

2.2. PUT /api/workflows/:id/toggle

BR/ERIER. FREAMNEMEE (B85 Webhook FIER %) .

FE i) 5iRA

enabled (body) boolean true BA, false A

3. ITIER

3.1. GET /api/workflows/:id/executions

FIHEE TIERBIRITH £,

IS it WiEA

page number bR

limit number FoHE

status string (AJ3%) FIRZSTEI%E: running / success / failed
IR % it WiEA

id string #1TID

status string PATIRES

startedAt string Fraaht|a]

finishedAt string LR AT (E]

https://docs.godot.qzz.io/reference/api/workflow-exec
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Mo = B it WiBE
trigger string fitk730: manual / webhook / schedule

3.2. GET /api/workflows/:id/executions/:executionld

RERPITENFIER, 88T TREEA/HL. BEkAE.

Mo = B Eyit] BiEA
nodeResults array BT RMITE
nodeResults[].nodeId string T=ID
nodeResults[].status string TRRE
nodeResults[].input object TRBEA
nodeResults[].output object REl=t Tl
nodeResults[].duration number HITHERT (ms)
nodeResults[].logs array TRAE

3.3. POST /api/workflows/executions/batch-delete

HEREFHRITIER,

FE& i) A
ids (body) array ERIFRAVAITIER ID FIFR
MAR, deletedCount number SCPrfBRELE

4. fEHH R

4.1. GET /api/nodes
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MEEFE R BN LIERiEHE T

IR

) %8

0)

& & 00

& O * Db %

https://docs.godot.qzz.io/reference/api/workflow-exec

nodes

nodes[].type

nodes[].name

nodes[].category

nodes[].inputs

nodes[].outputs

@ET / BEERK >

BBERE (KWH)

2,640

+412% B AR

E—RFgEREES (W)

Mon - Sun

150

RYUAT: EERIBITP

et

array
string
string
string
array

array

Wed

=K

ARNY

B,

TERSHAT API | EcoCtrl

AU R S
iR
T RERTF
T REEIRR
RRATR

-
T

&5

ARNY

ERRERo

928 (30 trigger / action / condition )

MAEROEX

bEOEX

REELE (%) A

140.5% B EARM

TR&EM: 2023-11-20 03:00

RLEBEE (W)

01

V-2 R AR

o RH O =R

Q #EHRigsE..
O = A (KG)

2,072
V-4.2% BEARM

IR EETIR

REER %5

BECHiE B3 P )

KR C1 P ]

ECHE B3 RE

R A1 RE

B #4 RE

% O admin ‘

)

BEREH

[=203:
S8
=2 13:
=23

RELE
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loT 5B AP

loT HEHRARIE L7 loT MIXAIER /AN, EcoCtrl 3 EBARMIE Token RIFT (K iot tokens &K)o
SCEY AR E T SSE (Server-Sent Events) BYHEIXITiHE,

P iR RN,

SEER APl BE A EIB TH BT Swagger Ul &EiFE (AMFA L :
http://localhost:3000/documentation , £F=IfiE:

1. loT Token

1.1. GET /api/iot/token

RO Y BIETEM loT X Access Token., EcoCtrl £/ 4 Boh4EF Token BRIFT 5 £E1F.

M R =7 B i) iR
token string 287789 10T Access Token
expiresAt string S HARY ]

1.2. POST /api/iot/token

FEE R RIF 1oT WX Token,

FE Eyit)
forceRefresh (body, AJ¥E) boolean

MR token string

2. RIEGE

https://docs.godot.qzz.io/reference/api/iot-events

i ER

EEEHIRFTEE

¥f Token

/documentation )
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TR /Me SZR$F L E loT X324y, EcoCtrl BRI %o

2.1. POST /api/iot/codes/values
EAVE D=V VA =1
FE KR
codes (body) array AT TR

e &2 array SMRAMNEEIE. HEE. RES

2.2. POST /api/iot/codes/history

BRI EE.
FE 3 A
codes (body) array mI4REL5IE
from (body) string (1SO 8601) ECIRAY|a]
to (body) string (1SO 8601) LN
interval (body, Bi%) string RaiElfm
I &2 array B P #04E

2.3. POST /api/iot/codes/set

[RUS NEHE,

FE it WiEA

code (body) string =X Ve =1
value (body) any BEA\BE
MEZ success boolean EEPNZT S
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2.4. POST /api/iot/codes/force-set

B EANRAE (IR BENRRLE) -

FE it WiEA

code (body) string SRS

value (body) any E5A\NE

reason (body, AJi%) string EEEHESPNEFS

MR success boolean ENER
3.IRE

3.1. POST /api/iot/alarms

&Eif) loT IREFH .

FE i) A

from (body) string (1SO 8601) E2HaRT|a]

to (body) string (1SO 8601) £E R BY (8]
level (body, AJ¥E) string IREELR H i
page (body) number PALE]

limit (body) number FHE

3.2. POST /api/iot/alarm-configs

BB ERE RN,

FE KA A

action (body) string query / create / update / delete

https://docs.godot.qzz.io/reference/api/iot-events
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A

config (body, A7) object IREMNEE

4. IBSEE5 (SSE)

4.1. POST /api/events/token

FREX SSE 1TI#Fr & BYIAIE Tokens

Mo R = B -3t WiEA
token string SSE 1715 Token
expiresAt string 1T HART )
4.2. GET /api/events

#217 SSE (Server-Sent Events) Ki&E#E, FFSERTHEIXEM

|}

wsH  RE

token query

types query (RJE)
EHEBBIE:

=5

iot:value:change

iot:alarm:trigger

iot:alarm:clear

workflow:execution:status

https://docs.godot.qzz.io/reference/api/iot-events

o]
M /api/events/token FREXBYiTI%] Token

B SRS LR ik

iR
RAESEREY
REME

REE

[

TERPITREE
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SRR API 2E A EIE1TH @I Swagger Ul &if (As#thFF&:
http://localhost:3000/documentation , &£F¥f1%: /documentation )
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k=5 FH AP

RERRREEERIRKTITHISEIREE, FRUETINIINRTERESLEEN. IERAHIFIA
iEo

AR MEHEEM /instances Ime; BAMBIIRZEIPATI Worker 5itHIREY

] GET | BEERE > Q BERs.. % 0 admin @
) o8
o)
o™ SBERE (KWH) 4 REELE (%) A RLBEE (M) o BB (KG) )
8
2,640 0.0 01 2,072
[S5) 24+12% B EAEH ++0.5% BEARY V-2 B EARH V-4.2% B+ AR
%
a IE—RIREFERES (9 TH) LR EETIR E2H
oW @ =il =
ﬁ Mon - Sun
A BEEH 230 RS
% o0 EcH4E B3 28 [SY Sz
0 450 KE C1 "E BabE
&
300 EcH4E B3 RE [SY5:]
150 PR A1 nE BaE
B #4 B Rk
0
M T Wed Thi Fr Sat S

R EREA®  TREH: 2023-1-20 03:00

1. RFTITX!

1.1. GET /api/reports

FIHFRE ERIRER TR,

BB et prl)z]
page number g
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TS et 15 EH
limit number BEH=E

enabled boolean (FJi%) REERETmE

iRz array RFTITRIFIE

1.2. POST /api/reports

B E IR FR 1T X,
FER i 5iEH
name (body) string THRIB R
templateId (body) number KEXRVIRZRIER ID
cron (body) string Cron FRiXz{
enabled (body) boolean =L ENEH
recipients (body, BJ%k) array HR BRI AR
format (body) string WM. pdf / csv / excel

1.3. PUT /api/reports/:id

ERERITK (BFF. Cron RiAR. #RIRF).

1.4. DELETE /api/reports/:id

iz g p i

2. H{EFRIEMR

2.1. GET /api/reports/templates
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FIHPRE RTARIRERIR. BIREX TIRERMRE. 1EIRMEHER,

Mo = B it BieA
templates array EiRyIZR
templates[].id number =R 1D
templates[].name string IRIREZ IR
templates[].description string &R 35t BA
templates[].category string &R

2.2. POST /api/reports/templates

IR TRIER
FE gt Wi
name (body) string 1RIREZ IR
description (body, AJi%) string iR
config (body) object BB SEtnicE

3. HEF

3.1. POST /api/reports/export

R FE CSVEHIES, SHERBILNT Worker 2032, FEp/ERITEX A FIRPIREL

FE it il

type (body) string SHEIEHEE: energy / faults / alarms
from (body) string (1SO 8601) BRI IR AT E]

to (body) string (ISO 8601) ¥R zRAYA]

https://docs.godot.qzz.io/reference/api/reports-export
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FE& Eid] WtEA
filters (body, AIi%) object CGPNprES ke
MRz jobId string

$ @ET / 9% EERK >
)38
o)
™ BHEERE (KWH) 4 REELE (%) A FAEBEE (W)
8
2,640 0.0 01
@ M+12% B EAEH ++0.5% HEARHE V-2 B EAEM
%
a E—REFERSE (5 TH)
o RE O =FR
ﬁ Mon - Sun
A
& 600
O 450
&
300
150
[
Mon Tue Wed Thu Fri Sat Sun
o RGURES: EREBTP TR#Ef: 2023-11-20 03:00

https://docs.godot.qzz.io/reference/api/reports-export

PAFIESS ID, ATRTEERSFHHE

Q #HRiEE..
(0} A (KG)

2,072
v-4.2% BERRME

LRHEETIR

REEH @5

BcHiE B3 28

KR C1 RE

BcHiE B3 P

R A1 RE

i #4 RE

% O admin .

&

HEESH

S
B4
[E23:
=P 13:

KA

SHSERR
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ARBRE ] A

FREFIEHRIR R AT BN/ IR R PRI B IR B

Pl

RBAR4%4H APl | EcoCtrl

loT MY, Z#F Mock BB FFLIEIR,

PR i =R IAE,

SRR APl BE R EIE1ThIE Swagger Ul &if] (A&

http://localhost:3000/documentation , £F=Ifi%:

1. BRI

1.1. GET /api/control/lighting/:labelld/status

B E REAIREZ AHRTIATS .

(L)

5

:labelId (path)

M 5 B
labellId
on
brightness
power

updatedAt

2. FFRR

e

string

%

2

string
boolean
number (AJ3%)
number (RJi%)

string

https://docs.godot.qzz.io/reference/api/lighting

WiER

FREAFREEATIR (WX ERET)

iRA

FR% ID

BEHRE (false=%, true=#)
=ERAZEE (0-100)

LFITHE (W)

RS ERETIE]

BWIRE. TR RIS,

/documentation )
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2.1. POST /api/control/lighting/:labelld/toggle

PHRE TE TR BT A B FF KRS

b

:labelId (path) string

WiEA

FREAIREARIR

on (body) boolean true FFAT,
0ie & = E& il 15 EH

success boolean BRIERT RN

labelId string #5% 1D

on boolean YIRS

3. #Ht &=

3.1. POST /api/control/lighting/:labelld/batch

EEERR A AR EETES. ERTTREE (W0"—R#XT").

:labelld (path)
action (body)
value (body, AJE)

devices (body, AJi%)

IR ER
success

results

S
string
string
any

array

it
boolean

array

https://docs.godot.qzz.io/reference/api/lighting

iEA

FRERAR AR

EEIEnE:

shES% (30 dim BIREE,

on / off / dim / scene

REFE, MENERIEAR2HIRE

iER

BAKIRIFE

BMLBIRITER

scene M=

false *4T; half ¥F (X toggle iHZ#F)

ID)
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Ml = B KA WiEA
results[].deviceld string ®#& ID
results[].success boolean BIRERITER

SEEH APl BE O] EIE TH BT Swagger Ul &EiH (AHIFFL :
http://localhost:3000/documentation , £ 3f1%: /documentation )
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WebTalk 12 API

WebTalk 2 EcoCtrl REHI WebSocket R ECIEBIEIR, AFEE =7 Web AR AEI Admin B
BEA, BEA—INEPRHEHM CORS REEERE, LML EnENE=HRAEN,

FrEmRIIFINE, FRIESEWHA.

MEXFHRANE: WebTalk REAIEIZIT

] @ ET /95 WERE >
) g8
o)
o™ BHERE (KWH) 4% BEELE (%) A RABEE ()
8
2,640 0.0 01
) ++12% % EAREM 1+40.5% %+ AR V-2 B AR
%
9 E—REEFERS (PW]
(5 1) o ®H o=
ﬁ Mon - Sun
A
zb 600
(@] 450
3
300
150
0
M T Wed Th Fr S: S

AGURTS: ERETHR Tr&f: 2023-11-20 03:00

1. REEE (BECFTES )

WebTalk EF—5@BECATERE /* IRALAFABILERIEKE LiFERARSS

1.1. /* (BECRFHE)

https://docs.godot.qzz.io/reference/api/webtalk

Q #EHRigsE..

LSRR

REER

ECHIE B3

KR C1

ECHIE B3

R A1

RS #4

V-4.2% B EREH

&3

R

RE

RE

RE

RE

% O admin .

)

BEREH

[=203:
S8
=2 13:
=23

RELE

SHSAME |
7
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Bt e

Yabi- £EEHTTP 755% (GET/POST /PUT / DELETE / PATCH/...)
B&1Z WECRF /* , LECFRIEFRRE

IAIE =E®1 EcoCtrl JAIE (Bearer Token)

EiEER M WebTalk BEg & iEXRI B 1755 =77 ARS5 URL

17795 RR:

1. 15K EX EcoCtrl [5im

2. IFEREH) Authorization: Bearer <token>

3. M WebTalk BeE R EHIRHMREY, HE LHBMR URL
4.15KK¥E A BRTEINEESR, 7 EcoCtrl AR B{mEANE LFERF
5.MNBfE: EFmNERREILE PR (RS, Headers. Body HIREFRMF)

2. INIER &AL

WebTalk 7E R ACIEIEREY, £ EcoCtrl BIINES NI AL EFE=FR%:

BEBR pioli)z]
Header ¥ FEERIFREFEN X-EcoCtrl-User-Id « X-EcoCtrl-User-Name ZHE4FiR
Token &% ARG RS Bearer Token B {E45 Lk

REREN RREREE=ZARARBERER

MEEK: EHE=ARAFISHE EcoCtrl BY Header N, BEFREETARENKZFIE,

3. iframe CORS &E#&

RZHEE Admin FEFLL iframe BRNE =7 Web [, WebTalk Bi& 7 LU TSR :
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HREE WA
Content-Security-Policy: frame-ancestors X 7t3F EcoCtrl Admin I RZ2E AR TTE
X-Frame-Options: ALLOW-FROM FRABRRN Y 239 mu R R PR 1
CORSHZE PR E T EBIEA IR FRIRIR R 5IR
FEFER:

FE et tEA

upstreamurl string EE=7MR5H URL

allowedOrigins array CORSHEE

injectHeaders object R BSENYSLER

wsSupport boolean B E B WebSocket {31215
© OEN | BEERE > Q mRaE.. % 0 admin @
23
& BEERE (KWH) 4% REELE (%) A FRAEEE () o BB (KG) )
=2
= 2,640 0.0 o1 2,072
@ M412% B EARM ++0.5% B EARH V-2 B EAEM v-4.2% B ERE
%
&) N .
iE— R HEFERESE (5T) P TREBRIIR EEEN
ﬁ Mon - Sun )
A BEEH 230 RS
% °e B B3 = enm
(@] 450 KEC1 RE BAE
® 300 BEoH4E B3 nE S
R A1 P ] [S208:]
150
B #4 P-4 Rk

ARGV EREBTHR TR&: 2023-11-20 03:00 SHSBRE
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ZILKLAESE

EcoCtrl 7£ packages/server/src/schemas/ FENX 28 1 Drizzle ORM R, TEMZOFREIA
BN KRBT ERFH 1T,

1. AR SNE

1.1. users
FE E it WieA
id uuid PK FAF ME—#RiR
username varchar(50) unique BRERPA
email varchar(255) HRFEHIHE
password varchar(255) bcrypt MG FHERS
role varchar(20) admin / manager / operator / viewer
avatarUrl text k& URL

1.2. refresh_tokens

FEE gt} WiER
id serial PK
userld uuid FK - users.id XELARF

tokenHash varchar(64) unique Refresh Token BY SHA-256 5%

expiresAt timestamp S HARYE] (TXK)

1.3. oauth_accounts

https://docs.godot.qzz.io/reference/data-model/entities
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FER i) HER
id serial PK
userld uuid FK - users.id XEXFP
provider varchar(20) wechat / feishu
providerUserld varchar(255) E=ZFFEBEFID
2. {ZREIR
2.1. models
FE& Eyit) B8
id uuid PK IERIME—ARIR
name varchar(100) BERIZFR
version varchar(20) kR4S =
code varchar(50) IREVRED
filePath text 3D IREI N HERTR
2.2. objects
FE& il WA

id uuid PK

modelld uuid FK - models.id KELHREY

code varchar(50) I RIS
name varchar(100) POE =

2.3. points
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objectld
type
code
name
zone

system

3. TEm

it
uuid PK

uuid FK - objects.id
varchar(20)
varchar(50)
varchar(100)

varchar(50)

varchar(50)

3.1. workflows

name
dsl
triggerType
enabled

version

it

uuid PK
varchar(200)
jsonb
varchar(20)
boolean

int

>Rk 52% | EcoCtrl

A

KEHR

sensor / actuator / meter
=A{IZRES

RIURR

)

FRBRS

A

TERRFR

TER DSL EX

manual / schedule / webhook / event
BRRE

RS

3.2. workflow_executions

https://docs.godot.qzz.io/reference/data-model/entities

et

uuid PK

iR
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workflowld

status

output

startedAt

duration

=S
uuid FK - workflows.id
varchar(20)

jsonb

timestamp

int

4. BEFES AR

4.1. energy_readings

areald

value
powerFactor
loadRate

recordedAt

Eyit]

serial PK

int FK —» energy_areas.id
numeric

numeric

numeric

timestamp

4.2. energy_areas

name

targetValue

Bt i)
serial PK

varchar(100) X

numeric B

https://docs.godot.qzz.io/reference/data-model/entities

>Rk 52% | EcoCtrl

A

running / completed / failed

BiTH

FHiaRTE]

F¥EBS (ms)

WiPA

X5

BEFE(E (kwh)

B3

e

FREEFE(E
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FER et ootz
basePowerFactor numeric BEEINERREZR

4.3. carbon_factors

FEE KE iR

id serial PK

nodeld int FK - carbon_factor_nodes.id NETR

name varchar(200) EF&FR

value numeric EFE

unit varchar(50) B{ (30 kgCO2/kWh)

5. e 544
5.1. faults

FE& Eit) 1iR8
id serial PK

deviceName varchar(100) REBIR

level varchar(10) critical / warning / info
status varchar(20) pending / processing / resolved
triggeredAt timestamp b % B 1]

5.2. fault_stats
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FE it WiEA

id serial PK

totalFaults int LR

mttr int Fi9ieERtia) ()
period varchar(10) i1t FEHA

5.3. maintenance

FE KA iRA

id serial PK

title varchar(200) SEIPHRER
scheduledAt date ppdl=l:

status varchar(20) pending / completed

6. &

6.1. report_plans

FE it HiFA

id serial PK

name varchar(200) ITTRIB R

recipients text Wk NHRFE (CSV)
frequency varchar(20) daily / weekly / monthly
enabled boolean BRRE

https://docs.godot.qzz.io/reference/data-model/entities 199/ 257



>Rk 52% | EcoCtrl

7.loT

7.1. iot_tokens

FE KR A

id serial PK

accessToken text loT M if1a] < hE
refreshToken text loT PR3 < h&
expiresAt bigint ¢33 HARYE] (Unix ms)

8. RGECE

8.1. platform_configs

RENFHETARE (SMTP. &HIKES)

8.2. dashboard widgets

FE KA iR

id serial PK

type varchar(20) widget 8!
dataType varchar(20) R RIE R
dataJson jsonb FCE AR
layoutX/Y/W/H int Bento Grid R 4R

8.3. dashboard models
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FEE R 5 BH
id serial PK
modelld uuid FK - models.id KEXIER

config jsonb pREE B, T AR)
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SKiAXZE (ERD)

L ZDRKFR

Kk ZE (ERD) | EcoCtrl

, - - .

‘ ‘ T ‘ ‘ aaaaaaaaa i ‘ ‘ eeeeeee s ‘ ccccc e ‘

2. ERYIMER R
R she BiR&R LR EX PR
refresh_tokens userld users.id CASCADE
oauth_accounts userld users.id CASCADE
objects modelld models.id CASCADE
points objectld objects.id CASCADE
energy_readings areald energy_areas.id RESTRICT
carbon_factors nodeld carbon_factor_nodes.id CASCADE
workflow_executions workflowld workflows.id CASCADE
dashboard_models modelld models.id CASCADE

3. R5|RE8

https://docs.godot.qzz.io/reference/data-model/erd
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&=
refresh_tokens
refresh_tokens
users
energy_readings
faults

workflow_executions

Kk ZE (ERD) | EcoCtrl

R3|FE

tokenHash (unique)
userld

username (unique), email
(areald, recordedAt)
status, level

workflowld, startedAt

https://docs.godot.qzz.io/reference/data-model/erd

BHY

HEZE K Refresh Token

BRAFEWEREE
BERME

Xt &

HEYIRIRERHIZE

WITIEREHF
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RABENRSHIRFMT

I TAERE EcoCtrl FRFERVERFhRAS. InO D ECMRIRRS R IREN

L. B RRZSE R

A ExAChir s
Docker 24.0+
Node.js 24.x
pnpm 10.33.1+

PostgreSQL 16.x

L1 BIER%E

docker --version
node --version
pnpm --version
psgl --version

2. im0 EC

5EA

£ ERE#EE Docker Compose v2
RISHENENTEER

RS EE (corepack AJ HEhEIRARZS)

EFMEHEERITEBUERE

# Docker 24.0+
# Node.js 24.x
# pnpm 10.33.1+
# PostgreSQL 16.x

T imO7ERE N L eT A

I ] AR5

3000 REST API

4173 Admin f3&

8081 Web [T]JF

AR
Fastify BRS3i% (Swagger Ul Bi%0)
BIE@EIR SPA (Caddy 1{IE)

A3t 3D ZhfL SPA (Caddy {IE)

https://docs.godot.qzz.io/deployment/requirements

bash
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| RS WiEA

5432 PostgreSQL BIEE ((NRBaNZRE)
9000 MinlO API X RTFAE API iR

9001 MinlO =& WNRFHEEEERS

fEF docker compose -f compose.yaml up /BOoifE, WEFEIHOMET, 15%RLE
docker/.env.local MY SERVER PORT . WEB PORT . ADMIN PORT ZHT=,

3. ME&I1E]

FFEIMBRE T HinERE:

B5 FA&

ghcr.io FIEXTAD32 Docker $R1&
hub.docker.com HIBX PostgreSQL. MinlO 5
api.openweathermap.org REEHEE (LA

api.openai.com /BHENX Al Al BiF (ERBY)

SMTP ARS5 28 B RIX (GERRY)
OAuth Provider s/ PESR (EAR)

BEIR EABELIZEER BT GHCR # Docker Hub RIE#EAIRl,

4. RGRRIZN

MR CPU Nz AR =S8 PEIZENT

INBY 21% 4GB 20 GB SSD M. NBERISE
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https://bucket.godot.qzz.io/images/latest/ecoctrl.zip

REESK SRR 44 | EcoCtrl

M CPU Nz fA =S 8] SRR
A 41z 8 GB 50 GB SSD BAEEM (DF 500 =1i)

RE 8 1% 16 GB 100 GB+ SSD AREUghE (1000+ =fi. 3D WA E)

= B EBHFET !

e PostgreSQL #iEER: HEReFELIIEMIZITHIENE K
e MinlO X&R7EfE: L&Y 3D REE., HEEFMIE S
e REBIHHEE: pino JSON BHEXH (3% L0G MAX DAYS ECE Bnhiti%)

5.1 ERAmRAM

EcoCtrl By Docker & & T node:24-alpine # postgres:16-alpine , AJ7E{E{RISZ#F Docker
HIgER %K Liz1T, 8.

¢ Linux (Ubuntu 22.04+, Debian 12, CentOS Stream 9, )
e macOS (Docker Desktop)
e Windows (Docker Desktop / WSL2, 1 FR:NiRIF15E)

SRR IEH A Linux (Ubuntu 24.04 LTS),
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Docker Z3E5=E

EcoCtrl LA Docker $21&#220 4 #5 2| GitHub Container Registry (GHCR), #7#=fH Docker
Compose ZE 2RSS

Iy ES
=1 Compose X, DRI ARIHE:

X &

compose. yaml M GHCR HIEXFMERG (BUA, HEEF~FEH)
compose.build.yaml Mz Dockerfile EZFIBREG (BEXIBEH)
compose.dev.yaml FEENE, EHAMERHBERAES

= XHIIMLTF docker/ BE, H scripts/generate-compose.py M compose.base.yaml
BARERL, BNEEREL R yaml X4,

2. AIEES

bash
git clone https://github.com/hyooeewee/ecoctrl.git

cd ecoctrl/docker

cp .env.example .env.local
$EDITOR .env.local # ZE/DGE IWT SECRET (i4iH)

Fi5 Compose 7=#&EMA docker/.env.local fEAHRZRETEXH-

3. 15— TWERGEE (HER)
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— SR BHLHRS:

bash
docker compose up -d
ARS55IER:
RS I ok
Web [TJF 8081 http://<host>:8081
Admin & 4173 http://<host>:4173
REST API 3000 http://<host>:3000
Swagger Ul 3000 http://<host>:3000/documentation
PostgreSQL 5432 R
MinlO 9000 MRFE (BIAL)
3.1 AL
bash
docker compose pull
docker compose up -d
docker compose exec server npx drizzle-kit migrate # TITEUIEEIR
=9—. kv
4. 375" JRISTESE
MAHFEEIERS, EaREEEX B EEREIE:
bash

cd docker
cp .env.example .env.local
# YR58 .env.local EANNKERE

# FRRITHEMA (EEF, BRHLWEEREZR)
./build.sh
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# BFEHE

docker compose -f compose.build.yaml build

H*

# docker compose -f compose.build.yaml up -d

AR HAMEZ D Node 818 (server + web + admin) BIBEERINTZEL MR E B B ML,
RITHWEMIZA build.sh SXMEE— RS, @xAUENAT.

5. EL ﬂ:kﬂl—t
BEHAMFIEHBERAEN, EaHEF%:

bash
cd docker
docker compose -f compose.build.yaml -f compose.dev.yaml up --build
FERERXT:
e APIRSSE1T1EIRE 3001 (B S A & )
e Admin zf7ERRMO 5173 (Vite dev server)
o Web iz{T7Eiw [ 8080 (Vite dev server)
o IRIBECAfEBThES
6. Caddyfile it &
Fils SPA &28 (admin/web) £/ Caddy fERNEREZR Web fRSZ2BMREMIE, S1F28W
Caddyfile AEME:
caddyfile

:80 {
handle path /api/* {
rewrite * {$API PREFIX:/api}{uri}
reverse proxy {$API BASE URL:http://localhost:3000}

handle path /static/* {
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rewrite * {$STATIC PREFIX:/static}{uri}
reverse proxy {$API BASE URL:http://localhost:3000}

}

handle {
root * /usr/share/caddy
try files {path} /index.html
file server

}

encode gzip zstd

@static {

path *.js *.css *.png *.jpg *.jpeg *.gif *.ico *.svg *.woff *.woff2 *.t
}
header @static Cache-Control "public, max-age=31536000, immutable"

header X-Frame-Options "SAMEORIGIN"
header X-Content-Type-Options "nosniff"
header Referrer-Policy "strict-origin-when-cross-origin"

}
EEFLI ;
0 AR
/api/* fLIE BFE /api 1BERERIEIHARS28HO

/static/* I HESHRAR (3DHA%) BEIEH

SPA fallback try files {path} /index.html MHRRZEFIHIRHIERT/E
HARRET gilf bundle B9 JS/CSS/F AL E—FRETF
Zen sk X-Frame-Options . X-Content-Type-Options . Referrer-Policy

1. M5B E

TRZEAEIS docker/.env.local —ECBEFFEMIETE,
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bash
cp .env.example .env.local

XRTE (RBSZNHNIRTESE).

TE WiEA AR
JWT_SECRET JWT EREA =
DATABASE_URL SMEREIREEIERE (RTiE) )
INIT ADMIN PASSWORD VIAEIE RS &
CORS_ORIGIN AR &
SMTP_HOST / SMTP_PASS HRFARSS 28 £

DATABASE URL EE=BYf#F Compose WEHRI PostgreSQL.

8. MINBIERIKS

BERBEH, RSh=BEMEIZEVREERKS:

FE AINE

BARZ admin
=g FH INIT ADMIN PASSWORD 157, KRI&EMREN L FH i EIRSwES
I admin@example. com

IR E MG E INIT_ADMIN_PASSWORD A — 1 5&ZS, sEsNEILENTE Admin E&1&2K.
WNERFIEE, JHEE docker compose logs server FREXPEHEMAIEIE R,

9. (FLEARSS
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bash
docker compose down # REHIESE
docker compose down -v # [EIFEZ PostgreSQL #1 MinIO #iE%E (B! BEEKLFrE?
10. TLS 5 HTTPS
Compose ECERIZAX HTTP, &= IMRIEE R ZIMREE TLS, Bt 3E:
o RANRIE (#%E): fFH Caddy. Nginx. Traefik FERIEREIRMH HTTPS
o mTEMNEIYE . AWSALB. Cloudflare. Bz SLB HEEANOBRARLE TLS
o {&2K Caddyfile: BIZES SPA BR23HECE Caddy Ea HTTPS (FE{&EK Dockerfile)
10.1. gIE R AMRIERG (Nginx)
nginx

server {
listen 443 ssl;
server name admin.yourdomain.com;

ssl certificate /etc/letsencrypt/live/yourdomain.com/fullchain.pem;
ssl certificate key /etc/letsencrypt/live/yourdomain.com/privkey.pem;

location / {
proxy pass http://127.0.0.1:4173;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;

11. BL4RERE
NE BV E1hRINEECE:
1. EEMEYR L THEAISES
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2. L EI B iril23

bash
unzip ecoctrl.zip

cd ecoctrl-docker
sh migrate-images.sh compose.yaml --load ecoctrl-images.tar
docker compose up -d

BAERNEER:!
o FRHIENAYFAE Docker $8%& (& PostgreSQL. MinlO. Server. Web. Admin)
e compose.yaml SHNEHIZ

TEIRINCE

12. BRIWE

B RRMLE T RENE:
N KWERARN B
postgres pg isready -U ecoctrl -d ecoctrl 5s
minio curl http://localhost:9000/minio/health/live 5s
server wget -q0- http://127.0.0.1:3000/health 10s

depends on EZ& condition: service healthy MRIRSSIZIEMINE RS
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IMETEiEE docker/.env.local EEE. FIEZEIIHARSIHEY Zod schema K&
( packages/server/src/lib/env.ts ), NBEHREXMNTEA SHWIEEGFER.

~
1. D BRSS
- . & X
TE FRINE iR
o=
NODE ENV development & IZ1THRI production / development
PORT 3000 S fRSSim HTTP YR
HOST 0.0.0.0 & RS2 IR ISR Mt
JWT_SECRET — = JWT ERER, EFHEHIGE BN FRSE
AFBERIE, ZTEESHR. EEMRn ARSI
CORS_ORIGIN — & N
=M S
PostgreSQL EZF TR, K3l
DATABASE URL — =
postgresql://user:password@host:5432/db
S 3 LS T =
2. INESIREIER
RN w4
TE WA
- I
BB EENBAEERED, RIKENFEVIERR
INIT ADMIN PASSWORD — 5

HEHEES

3. B&

https://docs.godot.qzz.io/deployment/env-vars
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TE FRINE WAME Lz
LOG LEVEL info & HEZ%] debug / info / warn / error
LOG_DESTINATION stdout = M BFR stdout / file / both
LOG DIR ./1logs & AEXHER ( file 8 both BIER)
LOG_PRETTY true S EEFEREMAMEE (XWALRERER
LOG ROTATE_INTERVAL 1d e BHE##EE (1d / 7d / 1h)
LOG_MAX_ DAYS 30 S HERE XK
4. Al IR
TE ZRINE WAE Ll
Al 12t7, anthropic /
AI PROVIDER openai =
openai
= (EFE
AL API KEY — Al ThEE AP| Z%H
BY)
BHENX APl Ims, AT
AI BASE URL https://openrouter.ai/api/vl & HFERB OpenAlNE=F
AR5
nvidia/nemotron-3-super-120b- e
AI MODEL ES IREARIR T

al2b:free

Al ThEER ATk, KRECERY, AlBhFInEE7ErRiin Bohbai.

5. SMTP HR{&ARSS
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T BRINE WAE BiRA
SMTP_HOST smtp.163.com = SMTP ARZ5 23k
SMTP_PORT 465 e SMTP 8% (SSL: 465, TLS:587)
SMTP_USER — B SMTP HF &
SMTP_PASS — & SMTP ZZRE %NS
SMTP_SECURE true e B SSLERE ( true / false )

#1800 SMTP EBHARSACE .

6. OAuth &%
TE AINE WAE WiEA
WECHAT APP_ID — ES MISFFHF& ApplD
WECHAT APP_SECRET — & BISHIFES AppSecret
FEISHU APP ID — S Y BHMFES ApplD
FEISHU_APP_SECRET — & X BFHBFES AppSecret

OAuth IhgErt, KRECER, ERFEXNAY OAuth ¥ BBk,

1. XS5HRS
T8 ARINE WAE HiEA
OPENWEATHER API KEY — = OpenWeather API Key
WEATHER LAT 39.9042 S RiNGE (=)
WEATHER LNG 116.4074 ES HINEE (dtm)
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1t
il

WEATHER LOCATION

WA ES% | EcoCtrl

HINE AR iR
Beijing &= BRI R BR

RAINEERIE, RECERY, EREXAHN BRI

8. loT &£/

T8 FIAE
BASE_URL —

APP_ID —

loT SR ZhEERIIE, KRECERT, FRERERIFINRERMERE] Mock RIUIETT.

9. XHRIFME (S3)

aniy
p=4

il

STORAGE_PROVIDER

S3 ENDPOINT

S3_REGION

S3 ACCESS KEY

S3 SECRET _KEY

S3 BUCKET FILES

S3 BUCKET MODELS

https://docs.godot.qzz.io/deployment/env-vars

IR WiRR
& loT FXERY URL (BACnet M3 /5 =7 W% ih)
& loT [ZFE ID (FBF BnhRlHT loT $h%)

ZiERM minio / local (local (XABF

A
FHiINE 1iR8
1"
local &= .
%)
— = S3 RA UK =tk
us-east-1 & S3 Xig
— S S3 iR EER
— o S3 M
ecoctrl-files & XM IEER
ecoctrl- "
& 3D REFER
models

2171 257



IRAES % | EcoCtrl

~
/
A

TE FRINE WiEA
15
S3 BUCKET NODES ecoctrl-nodes & TERT RiEHEER
S3 BUCKET PETS ecoctrl-pets S Al 4R TF R
EEEGIEARZEXME (MinlO FigEX
S3_FORCE_PATH STYLE false S
- - true )
S3_PUBLIC_ENDPOINT — S RFIFERN S3iER (BERERFIHEE)

STORAGE PROVIDER=local &GN FMEEARMEERN uploads/ BR. minio RAFEIRTT
MinlO BesHECE S3IFIRT &,

10. Docker Compose Bt &

UTZE{XATF Docker Compose HEIRLE, FWARSIHAIEERIEE:

TE AINE WiEA
POSTGRES USER ecoctrl PostgreSQL FBF %
POSTGRES PASSWORD — PostgreSQL ZH5
POSTGRES DB ecoctrl PostgreSQL #iEER
POSTGRES PORT 5432 PostgreSQL ixM
MINIO ACCESS KEY ecoctrl MinlO i8] 2 €A
MINIO SECRET KEY — MinlO #4252 £8
MINIO API PORT 9000 MinlO API i
MINIO CONSOLE PORT 9001 MinlO BIEfEHI &m0
SERVER PORT 3000 PR 53 i ] AR &
SERVER HOST 0.0.0.0 BREZ I S IR HohE
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TE AINE BiEA
WEB_PORT 8081 Web [7]F i (1 BR
ADMIN PORT 4173 Admin J5 &l O BREY
API PREFIX /api AP| BR1ZREISR
STATIC PREFIX /static HASTERZRES

11. Docker Compose IR iBE T &1L 1R EEH)

.env.example
L (EH)
.env.local « BHEREBILXH
|
— compose.yaml iE - BRNIRLE

— postgres: POSTGRES USER, POSTGRES PASSWORD, POSTGRES DB

|

|

| — minio: MINIO ROOT USER, MINIO ROOT PASSWORD

| — server:  DATABASE URL, JWT SECRET, AI * ... (@ env file /0%
| | + BEEXHIFETE (S3 *. INIT ADMIN *)

| — web: API_BASE URL, API PREFIX, STATIC PREFIX

| L— admin: API_BASE URL, API PREFIX, STATIC PREFIX

L— packages/server/.env.local (EIE#HEIIFIRML server B2)

AR RBiESET dotenv fNE packages/server/.env.local X, EFEEFRER
compose.yaml APHY env file: .env.local o EETENH, RENIFETEMALES.

12. BeE IO UL

ZAdmin FEN RSAEE MEA UEECNENEERS EPTERRETEImMW) . RSiH
BBt RER D METE (J0 IWT SECRET ), FFIZEMHH $EiRFBH,
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SMTP ER{FARSSECE

SMTP ECE i EcoCtrl BEUS & IXEMILIEND. HHIEEBMMAMATIE, AR SMTP, A
BHEEYRERITEAESLIE.

1.BEEAT
SMTP EEE X FmfHEREE (LEAEEMNSENR) :

1.IFIRTE (#FF) . £ docker/.env.local HIRE SMTP * TE, RFBixFEIETEEIRET E|
platform configs &

2.Admin 35 BRBREERKS, #EAN RREE » SMTPIRE F4EN

MM A VARER, FREREANEEGRFEENE,

2. ¥R
S TiETE 5 ER
£z
;MTP = SMTP_HOST SMTP fRs38stthhit, 0 smtp.163.com « smtp.gmail.com
SMTP B0 SMTP_PORT BEHEHO (SSL: 465 , TLS/STARTTLS: 587 , T&iN%%: 25 )
BR& SMTP_USER SMTPIANEEF R, BE AtfFaitit
L /S SMTP_PASS SMTP R E=A1EMES (40 163 #fFE. QQ MPFEEERIEINED)
true : {8 SSL ([ 465); false :{fA STARTTLS (#%O
SSL &= SMTP_SECURE
587)
3.SSL 5 TLS &%
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=1 | SMTP_SECURE J4ER

SSL 465 true MEZFAMERMERE, #HE. REUERYT
STARTTLS 587 false BASOEREARAME, Mo ERH4ARS SR ER
TNz 25 false B~ &4, {XPRAIMSIIRIFIE

REMABHHERSS (163, QQ. Gmail) #FEFA SSL imM 465,

4. B PR ARSZ RIS E
4.1. M5 163 HRFE

SMTP HOST=smtp.163.com
SMTP PORT=465
SMTP_USER=yourname@l63.com

SMTP PASS=<{ZF5> # EERFE, BE 163 REHRFAFRE SMTP HIFEUZINGG

SMTP SECURE=true

4.2.QQ HB%E

SMTP_HOST=smtp.qq.com
SMTP PORT=465
SMTP_USER=yourname@qq.com

SMTP_PASS=<i%#F5> # QQ MIFEIRE - KPP - LIRS

SMTP SECURE=true

4.3. Gmail

SMTP HOST=smtp.gmail.com
SMTP PORT=587
SMTP USER=yourname@gmail.com

https://docs.godot.qzz.io/deployment/smtp
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SMTP PASS=<R % B%E> # FABRMPRIERY.ER App Password
SMTP_SECURE=false

4.4. I HE SMTP

env

SMTP HOST=mail.yourcompany.com

SMTP_ PORT=25

SMTP USER=notifications@yourcompany.com
SMTP PASS=<Zi0>

SMTP SECURE=false

A SMTP fRSZ28BHFERIRO 25 TNE. WRARSBIEITE Docker B, EHfR SMTP_HOST
] M Docker B2sAIBRIHIR.

5. RZ A

ARSSImBTNEY, syncSmtpFromEnv() ERIEBHEIFIREERRI SMTP SEED B HHERE
platform configs #&:

text
.env.local (SMTP *) —- env.ts (Zod #&3) —- syncSmtpFromEnv() —- platfc

PN BT NERIHRIT. BT platform configs R SMTP ECERIFEIETER, T
FERRS

6. 3IE SMTP B &

6.1. /53— Admin F&MihR4
1. EFRABAERAKSER Admin 58
2.3\ RSGECE » SMTP 188

3.1 EE /HiA SMTP £k

https://docs.godot.qzz.io/deployment/smtp 223/ 257



SMTP BR4ARSECE | EcoCtrl

4, M ZXMAERE, AU ERFE it
5. B IHUS BB NIBC & IEf
6.2. 53" APIWiFimeS
BREER T LUBEN API B1ZXIE SMTP i&E#E:
bash
# NIIEERE CRRHRME)

POST /api/configs/verify-smtp
Authorization: Bearer <admin-jwt-token>

# RIEMA B
POST /api/configs/test-email
Authorization: Bearer <admin-jwt-token>

Content-Type: application/json

{"to": "admin@example.com"}

6.3. 5= BEERSmAT

bash
docker compose logs server | grep -i smtp

IEfECE fERY A&ty

info: [mailer] SMTP configuration validated successfully

BRNEESERAEMEIR (WEEER. INERK) -

(A=

1= IR fRRTT

¥E Docker BEFRESARTIE R H

EEER SMTP_HOST / SMTP_PORT AAJIX -
18] SMTP ARS328
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INIERTK

SSL/TLS ##FKM

AIERN B EI R
(&3

RiEF it S5IAUER
FAILES

https://docs.godot.qzz.io/deployment/smtp

SMTP BR4ARSECE | EcoCtrl

[REA

SMTP_USER / SMTP_PASS f&i%

SMTP_SECURE 5imOAILED

WU FTT SMTP BRS5884= Bt IR Bp 1

KEMARSSFEREZFAMULBIS
SMTP USER —3%

fRIRT A

OERE, BIRSHEBRNG
MAFE REN

faIAl% O 465 XM true , UHO
587 X5 false

QUL RE AR TR BB 14 S 14 Sk

HIA SMTP_USER 5 From thiit48
E
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BEESENhSME

EcoCtrl FREEZE#HIE (AF. 18&E. feMicR. BE. TERENXT) 7E7E PostgreSQL #UE
PerR. BN73EET PostgreSQLIRETR pg dump , AIERBMEENER,

1. 10 RBSHL

text

FHINER: BEEM (pg_dump)
FEGE: DFEFEHIMND S3
BEAN: F&h / EB (pg-boss cron)
REBHL: BRAMEERBZEH

2. FohE R

2.1. {83 docker compose exec

bash
# FNEFBEENETER

docker compose exec -T postgres pg dump -U ecoctrl ecoctrl > ecoctrl-backup-$(d

# [E4aE1n
docker compose exec -T postgres pg dump -U ecoctrl ecoctrl | gzip > ecoctrl-bac

2.2.1FM pg_dump (EiZEE)
SNREAIEE PostgreSQL:

bash
pg dump -h <host> -U <user> -d ecoctrl -F ¢ -f ecoctrl-backup.dump

-F ¢ EABEXMI, XIF pg_restore MFHITMEMEFEME,
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3. ERTBEI&E D

3.1. BB E A
£ Admin BAK RAERE RET:

1. BB Boh&1% ( autoBackup = true)
2. 188 1R ERE ( backupRetentionDays , ZAIA 30 X)

autoBackup BRGE, IRFBImEE pg-boss HE—ZENESHITED.

3.2. P IEAESEI]
ZMAEE B1FETE backup schedules FH:

typescript
interface BackupSchedule {

id: string;

nextBackup: string; // ISO 8601 BYa]Z;
createdAt: string;

updatedAt: string;

FEHHY backup_schedules {NIBRT—RMITHSIE, KEREMMITERMKMITE PostgreSQL
BYITXIESS B IMER cron RilEs,

HARAPNEDEDZREER (ERT—REE), SHHRITEENTREUTARZ—!

e XAl cron A docker compose exec postgres pg dump
e FEE PostgreSQL FIRNEHAINEE (RDS. Cloud SQL. Supabase &)
o HNEREMTE (pgBackRest. pg_probackup &)

3.3. EFBEFEH cron BIFD A

bash
# /etc/cron.d/ecoctrl-backup

0 3 * * * root docker compose -f /opt/ecoctrl/docker/compose.yaml exec -T postg
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Itk cron 2R

o BRZRE 3:00 ITEEED

4, FIPRE R

HE E=alY
IR ER 30 K
S BRE—REERNRTFME
FH1PBIIIE pg restore --list

(U3REE BFEE—R

5. MELER

5.1. B TR &M

HREEHSKE | EcoCtrl

REHIE 30 RHEMXH (BENEE 30 XATRIXH)

A

fEMA find -mtime +30 -delete AHR
B LAt fE S B iR 2 B L
HIAE D AT

TEMIRIF R IOIE TR E A2

# {FIE AP ARS5 (BERMEHAETE NEIE)

docker compose stop server

# MERIBERIERE GERIRIE! )

bash

docker compose exec postgres psql -U ecoctrl -c "DROP DATABASE IF EXISTS ecoctr

docker compose exec postgres psql -U ecoctrl

# MEHE

-c "CREATE DATABASE ecoctrl;"

cat ecoctrl-backup-20250101 030000.sql | docker compose exec -T postgres psql -

# |35 API fRSS
docker compose start server

5.2. mEE%4EE D

https://docs.godot.qzz.io/deployment/backup
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bash
gunzip -c ecoctrl-backup-20250101 030000.sql.gz | docker compose exec -T postgr

5.3. {#H pg_restore (HENXER)

bash
docker compose exec -T postgres pg restore -U ecoctrl -d ecoctrl -v < ecoctrl-b

6. HHETTR I LIE
RERRIPT TS

bash
# WEBERPXR

docker compose exec postgres psql -U ecoctrl -c "SELECT count(*) FROM users;"

# KMEFEMRE
docker compose exec postgres psql -U ecoctrl -c "SELECT count(*) FROM platform

# KEFMRAEIZR
docker compose exec postgres psql -U ecoctrl -c "SELECT * FROM backup schedules

[ N5

1. ERRIEE : AEFIFEMEN A KRME D X HHUF

2. FiuiEhE: ERE—DEMTE MinlO. AWS S3 3¢ NAS L

3. BRI EHETE . KEIEESN AR EEAERETE

4. B3 A pg dump BUARVESRIBRI, RIESHEE—E
5. X#ELmERIZ: HIREIA R ALEFEIRITIRE

ReiRlE: EMNAESHERIEEANS (BERERENAFEHA) . FEOXHREIRE
&, PREIARRER,

https://docs.godot.qzz.io/deployment/backup 229/ 257



BiEERMSKE | EcoCtrl

https://docs.godot.qzz.io/deployment/backup 230/ 257



https://docs.godot.qzz.io/deployment/monitoring 231/ 257



MREMAIL | EcoCtrl

MEREIRN

AT AN N A RMIRRIRE TR, L1 EcoCtrl ZARSHIERERIL.

1. PostgreSQL &

EcoCtrl IR55UmfER pg-pool BIRHUEEER, SEAEEEMAILOBSEEIERFEEEERITE

=N

L1 BEdESE

bash
# docker/.env.local

DB POOL_MIN=2
DB POOL MAX=10

S ZINE iR WEE
DB _POOL MIN 2 EfEER/ MREIIIEEE CPU #Z#8* 2
DB_POOL_MAX 10 EEMRARERN CPUZ%L* 4

1.2. fiiESE

EREIR CPU DB_POOL_MIN DB_POOL_MAX PostgreSQL max_connections

IhNBY 2 2 10 50
=ofid} 4 4 20 100
KEY 8 8 40 200

HEEMEY SEEREA N PostgreSQL max _connections HY1/3, AEERATME EIZR

il

o
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1.3. miEEREER

bash
# BEEHINEREZN

docker compose exec postgres psql -U ecoctrl -c "
SELECT count(*) as active connections FROM pg stat activity WHERE datname = 'ec

# BREERSFHRS

docker compose exec postgres psql -U ecoctrl -c "
SELECT wait event type, wait event, count(*)

FROM pg stat activity

WHERE state = 'active'

GROUP BY wait event type, wait event;

L4 1€FEoHh

bash
docker compose exec postgres psql -U ecoctrl -c "

SELECT query, calls, mean time
FROM pg stat statements

ORDER BY mean time DESC

LIMIT 10;

IR pg_stat_statements FTEUWE, FEITEFY B CREATE EXTENSION IF NOT EXISTS

pg stat statements;

2. Docker B BRI

Docker Compose ZBERS, AILUET deploy.resources REZRSMNHRBRLIRE, PHLEENRS
FERENZEIR,

2.1 ERRE
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yaml
# 1£ compose.yaml HEE (L server Af)
services:
server:
deploy:
resources:
limits:
cpus: "2"
memory: 1G
reservations:
cpus: "0.5"
memory: 256M
2.2. ZBRSZSEE
RS CPU LR AE LR CPU Fi8 REFFE Wi
server 2 1GB 0.5 256 MB API BRS5, FEH#E CPU
web 1 256 MB 0.25 128 MB Caddy S XHARSS
admin 1 256 MB 0.25 128 MB Caddy B8 4RSS
postgres 2 1GB 0.5 512 MB HiEE, REWMEIRMEE
minio 1 512 MB 0.25 256 MB WNRIFE
2.3. PostgreSQL RESEK
79 PostgreSQL B2318E shared buffers &%, BINENTARERN 25%:
yaml
services:
postgres:
command: >

-c shared buffers=256MB

-c work mem=16MB

-c effective cache size=768MB
-c random page cost=1.1

https://docs.godot.qzz.io/deployment/tuning 234 | 257



MREMAIL | EcoCtrl

B BiE 1B
shared_buffers BEAREFHN 25% HEZHX KN
work mem 16-64 MB BREHIF/MERIRIERNF LR

effective cache size S REN 75% BRERREEFGRE

random page cost 1.1 (SSD) &M 1/O B4, SSDi&A 1.1

3. SSE AFIE £ I

SSE (Server-Sent Events) F3-F A aiimHEE LB EKR,

1. BEMH
EcoCtrl £ SSE EZEEEI 7 U T EESREE:

1. BEAX: 81 SSE EE4IPARKENTEFKX
2. EFHRES FAXKENEFRIANER, RIERMBIELLIIE
EEERIOE: 30 M OBEIMR, WINEIEF isEmER R e R FR

3.2 miEEE

# BF SSE EEEFREH

docker compose logs server | grep "SSE buffer full"

# KEEIX SSE EHEH

docker compose logs server | grep "SSE connected" | tail -5

3.3. LN

= 2y

RER PR RERE (>100) YEINARSS 2R SEBIER, SUfERIESATIEN SSE Frdk

https://docs.godot.qzz.io/deployment/tuning

bash

235/ 257



MREMAIL | EcoCtrl

HR eI
HEHEXSART S (< 100ms [E]FF) ERIm S HFEEEIRRYEH (debounce)

MoBPIRERRER (MERE) gErEsR P IXEBRTREYIE], INERBEEE iR

#IXBARENE % (> 1000 & iH) )#55| WebSocket + Redis Pub/Sub %244

>

4. Htfiibizil

4.1. 3D BB 1L
BIVERTE B RERMR LA ELE gl TF S

bash
pnpm tsx scripts/optimize-model.ts --input model.glb --output model-optimized.g

ZBZARZ 1T Draco [£48. SOEEHMTAR MK,

4.2. BeFEEI8M
energy readings FR=MEEIEIIRFRIEK, BFRULTERSIEFRE:

sql
CREATE INDEX IF NOT EXISTS idx energy readings area recorded

ON energy readings (area id, recorded at DESC);

CREATE INDEX IF NOT EXISTS idx faults status level triggered
ON faults (status, level, triggered at DESC);

4.3. Node.js R7ZFRH!
AR API IREZHIMAFEES, B8 NODE OPTIONS PRHIMEMATE:

bash
# 7 Dockerfile =z compose.yaml AHIEE
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NODE OPTIONS="--max-old-space-size=512"
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ZENNE

EcoCtrl BEUMARBEEN, AXNEBZLZEERNEEBNIREL R,

1. JWT Secret iz

JWT (JSON Web Token) FBF APl iERBISZ3IAIE, IWT SECRET BXEBHIZLETA.

1.1. ZEFREEK

bash
# £—1%2H IWT SECRET (B> 32 FfF, BN 64 FF)
openssl rand -base64 64
1.2. EEWHRIE
Bt IWT SECRET RFEFFEBEZE &AM Access Token IZBN%L3%, {B Refresh Token {i5ABE K :
bash

##H#t BHIMETE
# docker/.env.local
JWT SECRET=<new-secret>

### EBR API RS
docker compose up -d server

## [F1E] BEIFMERFEWRER (FFIB Refresh Token K3%)
docker compose exec postgres psql -U ecoctrl -d ecoctrl -c "TRUNCATE refresh to

S HTH HTIE
(XEH JWT_SECRET FPTEs, AccessToken iRy i Access Token DX

g3
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HIE WiTEI WiTlE

SRS BRI 401, mils BRI Refresh Token #2EXET Access
Token Token

TRUNCATE

F3 P Rl B R FFEEFP#HEERER
refresh_tokens

1.3. & dp A HRRRIX

o EFIFIE: & 90 REEH—NX
o REEME: UMK (MAIBAMENRZTEER)

1.4. Z3R1FE

2783 FEHA
FxE .env.local X
Mz CI/CD Secrets+ .env.local

4= HIAEEARS (AWS Secrets Manager. HashiCorp Vault. 1Password CLI)

2. CORS &

CORS (Cross-Origin Resource Sharing) BRI ESEERBIFR.

2.1. BB A

bash
# docker/.env.local

CORS ORIGIN=https://admin.yourdomain.com,https://web.yourdomain.com

22.MRER
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IFi8 CORS_ORIGIN fH ER

A *  (BUARFFRERIR) FEAE IR

3t http://localhost:4173,http://localhost:8081 X ARSI g IR A)

= https://admin.yourdomain.com,https://web.yourdomain.com N AaF=ZEEZ
2.3. AN

o B HERBRCRT: EFFIMRKIEAREIZE CORS ORIGIN=*
o RIIHZEEHE: REELMFEEIAIN APl BATIHES
e ESHMR: ZNEBZEA KXES IF

2.4.53F CORS BcE

bash
curl -H "Origin: https://evil-site.com" -H "Access-Control-Request-Method: GET"

-X OPTIONS http://localhost:3000/api/health -v 2>&1 | grep -i "access-control

IEMMmM W AiR[E] Access-Control-Allow-0Origin: https://evil-site.com o

3. Content-Security-Policy

CSP i@ HTTP Pz Sk PR DIE o] LUINERYZRAR, Bk XSS Wi

3.1. BB EFIF1E CSP

caddyfile
# 7 Caddyfile A0

header Content-Security-Policy "
default-src 'self';
script-src 'self' 'unsafe-inline';
style-src 'self' 'unsafe-inline';
img-src 'self' data: blob: https://*.tile.openstreetmap.org;
connect-src 'self' https://api.openweathermap.org;
font-src 'self';
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frame-src 'self';
object-src 'none';
base-uri 'self';

B iPA

default-src FrE R REEMWBIAFRIR

script-src RIFESRIAHRNEE (FEARAEL )

style-src AFBEFMRBER
img-src AIFES. data URI. blob fIMtERA

connect-src RUFH API EZ BT
frame-src AIFNERRY frame (80 WebTalk)

object-src 2k <object> tr% (BhLLiEM4FERT)

0 CSP Ris2mEMIRAFTETIEE, 3R 3D 7R (WebGL) ERREEIER.

4, OAuth EiEEIE

HMIEMCBEREEEE APP ID 1 APP SECRET o

4.1. Z2EN

e AppSecret fIEAEE: FEEABECE. HEH URL SHHIHEE

o THRWR: 7 OAuth IRIERHEREGESEMENEM AppSecret

o /IR: REPIFERHMEMNIRTEE (scope)

e [EJH URL BHEE: 7E OAuth IR /G & ™&IREIEIVE URL AAEF1HE

4.2. WIFACE
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bash
# K& OAuth RMEFHIER

curl http://localhost:3000/api/auth/oauth/providers
FRERIm Rz 5 -
json

"providers": ["wechat", "feishu"]

4.3. WebTalk £iE

WebTalk (REF@EATER) WA ZMZET Admin UH1E3E, EFEERSHERGE/SIEP:

o EIEASTHANIIRE
o BRHERIBNERREEN WebTalk INEEHE
o X WebTalk i EIREIRE A EA

5. Docker (N£& PR ES

5.1. PULBERH

Compose ZFEFEHMRIZE bridge WM4S, ARSENEIARS ZAFREAEIAIR:

ecoctrl_default (bridge f4&)
server:3000
ﬁ#ﬁfi{ﬁiﬁ/sﬁgffﬁ% &m\ﬁ@ Ii[‘%ﬁii
postgres:5432 () minio:9000 () web:80 (Caddy) admin:80 (Caddy)
:9000 (%4 URL)\. :8(181 /:4173
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52. &eH%
1EHE Lz
=NEERN X A45hEE admin(4173). web(8081). minio(9000)
BIBERINREE PostgreSQL {RIENZR ML AT i im]
MinlO 3Xf4if1a] 183d Server Fi%: 4 URL 5403510]

fEAIE root AP IZITA2S FRrENFEASER node BF (3Eroot)

Caddy 232 TLS R Caddy fEARARIELIE HTTPS MIIREREES

5.3. WiEmARE
bash

# KREMLROZZEREEN
docker compose ps

# INEFUEREAR I MEENERE AR CRIESERST TimO)
psql -h localhost -U ecoctrl -d ecoctrl # ROREIEZELY
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WRZASFHERtEr

EcoCtrl BRRAEIEEE SemVer 158, Docker SSEITSERIENIRA (80 v1.2.3),
latest HREIEMERFAVIRERRZS,

L. RO

L1.%5—%: EFEMAS

EF4ka1, &R GitHub Releases TR ANTERNA. BIFHTEMTZIHAE,

1.2. 520 &inedERE

bash
# PITEREIEESD

cd docker

docker compose exec -T postgres pg dump -U ecoctrl ecoctrl > pre upgrade $(date

FRAISHEDEIRERE. WRARIREERF IS (migration), EIREIFZULED.

1.3. =% hIBURRER

bash
# HEFBRSHN&EHRG

docker compose pull

# BHEEMRAIRE HWEEFRER)

docker compose pull --image-policy=always

1.4. 6% EERS

bash
docker compose up -d
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HIEGEENEMIEAEE. R compose.yaml AT :latest 5%, Docker &{ERANIFIENAY

R H o

1.5. 801 Y. BITEEETE

AP BRS3 B ohBYBRIAB BhiE1T Drizzle E#% (migration), WRKXBIHIT, AFahsTT:

docker compose exec server npx drizzle-kit migrate

bash

B I E AR MM RO (BURTEHIEE). T5HAIE AP BRSRIFAIA, B30 #TheE

AEERTA, BB,
1.6. EB3F . WIFFA%R

# KMERSERIRS
curl http://localhost:3000/health

# KRERKER
curl http://localhost:3000/api/version

# BEFMBEBRB[TITRS
docker compose ps

# RETERRITRESER
docker compose logs server | grep "workflow"

2. I T ENER

%5 B iER

AR REETBMILEIBETR R IR R FE 500 HHIR
MRZE NERSRME/ R/ VRNIMEEE R DMET ERFHIRS BRI
API & AP BB R RSB TN Aim A RERIZ O X EMIhAER &
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RERSENNRREETWL

5
I}

EiF URL @B BT

k]

553
It

compose.yaml =ABRSZHIKOLTE
OB IDIREERACRETELEE

REERE ML E XA ED

2.1 NERERE

# Xtk compose.yaml Tk

git diff v1.2.3..v2.0.0 -- docker/compose.yaml

# BRI
git diff v1.2.3..v2.0.0 -- docker/.env.example

R E TR
TEY

# BERWIEEIBXM

1s packages/server/src/db/migrations/

# EEWIL API R
git diff v1.2.3..v2.0.0 -- packages/server/src/routes/

3. hRZs[ElE

RAREEREE, KUTTERR:

3.1. [BIR%

HEE

### 2RSS
docker compose down

### MERIEE (ERARRINED)

https://docs.godot.qzz.io/deployment/upgrade

iER

FIREFR B E AT W 2R R s

HEFPEH OAuth IRIEEHIEE R

HIEE. IR OREYEMBECE AT RER R20

BREX A REREEHNFH

AIREEEEEH docker/.env.local

bash

bash
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cat pre upgrade 20260701.sql | docker compose exec -T postgres psql -U ecoctrl

#i## ELRIRRhRES

# YmiE compose.yaml, & image ARECKEIBIRAS

##t# BohARSS
docker compose up -d

3.2. (EFRE EhRAS AT

# compose.yaml FRISEEMEIRE (EFIFIEHT)

services:

server:

yaml

image: ghcr.io/hyooeewee/ecoctrl-server:vl.2.3

web:

image: ghcr.io/hyooeewee/ecoctrl-web:v1.2.3

admin:

image: ghcr.io/hyooeewee/ecoctrl-admin:vl.2.3

R EPTBRAEAAMIRAITE (1 v1.2.3), M4 latest o HERF RS

IR EHER,

4, ZIME LR RIS

TR AL
x5 BEIZFREY :latest ¥ :dev I5&E
Mt FERMARINE, BTENEIRNEHSH

& RO (SeHR server, BALRHEIR)

4.1. EFRRINFR

https://docs.godot.qzz.io/deployment/upgrade
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bash
### KR API BRSS

docker compose up -d server
# K& curl http://localhost:3000/health

#i# BFRER
docker compose up -d web admin

### EEFoHRITEIEETS (kB5hE1T)
docker compose exec server npx drizzle-kit migrate

##4 SEIIE
docker compose ps
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= e HFE

A3 ZRA5H EcoCtrl BBEFMER PRI E I ip) K f#R TS 7o

1. ZE5kE

1.1. Node.js iR AR ILED
MR : pnpm install BYHIISIZERRAEEIR, 3 node --version ZERIE24.X0
fRR:

bash
# EH nvm YHEEIEMRA Node.js Az

nvm install 24
nvm use 24

# TfEA corepack BREBMAERE
corepack enable
pnpm --version # WER 10.33.1+

1.2. pnpm hiRZAARILED

WK . pnpm install IRFE ERR PNPM UNEXPECTED STORE 3§ Unsupported pnpm version o
R

bash
# BF corepack BNEIEhRZA

corepack enable
corepack prepare pnpm@l0.33.1 --activate

# HERRFEIETEMA
npm install -g pnpm@10.33.1
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1.3. #3EE "ecoctrl" R1ZTE

MK: API B5hEt#R database "ecoctrl" does not exist o
R

bash
# FohelBEGERE

docker compose exec postgres createdb -U ecoctrl ecoctrl

# PUTEBAR T FEUE
pnpm db:push
pnpm db:seed

Docker EFERIEFiEfER docker compose exec server pnpm db:push #1 docker
compose exec server pnpm db:seed 1Y, BENLR pnpm T EERERBZAREIE
s

1.4. GmOHzE
IR : docker compose up BJ#R port is already allocated o
fRR:
bash
# B G Rm O
sudo lsof -i :3000 # API imO

sudo lsof -i :4173 # Admin O
sudo lsof -i :8081 # Web MO

# 8% docker/.env.local HMEHEOLE
SERVER PORT=3001

ADMIN PORT=4174

WEB PORT=8082

2. INIES Y
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2.1. 15 3 5higoaslE
N%: EREE 15 DHEERFIRY, MEBHEERE.

RE OB E fiR

% 2§ Console @GH /auth/refresh HI T BRI, RENLE
Access Token IF &3 #A ' i <3

5 %
JWT_SECRET HifgAR— S—FrEIRED
B Ve KZE .env.local BEHEBERIEES ~ *
% JWT SECRET {&
e IEIENEEZ docker compose exec server date FIZFIRSS256778] (NTP)
Token TFfER & W28 Application > Local Storage 75P% Storage BEMER

2.2. OAuth ¥&Hl = £ TR [
MR SEME/ Y BERRAERE AR RIRS,

RRR:
bash

# K& OAuth EEEERHBMNE
curl http://localhost:3000/api/auth/oauth/providers

# ISR AR
# KZERLIF URL @E5 OAuth IRIEBEREE—X
# [E13E URL #83(: {BASE_URL}/api/auth/oauth/{provider}/callback

# BERSHASTHR 0Auth $HiR
docker compose logs server | grep -i oauth

3.3D AIfiitL

3.1. ERAERFE
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MK 17 Web NP EETER, XiEEEH 8 TLikKkE.

AJRE/R AL

REA

R EEERRR

WebGL A#A

ARIAMREISI AR K

BASE_URL ECE %8

X

TRESHRIR R
NAHRE

WERGE
Admin f3& > 3D icE > AV EIE

Jh18] chrome://gpu HZE WebGL R

¥Z apps/web/public/building.glb X%
BEFE

=
=

W 3D RERIRMERT URL BEEH

H BB EREFREME HTTP RS

R

1% glb/.gltf #&TAY 3D 12
i

BT E - RIXRNE RS

LR IRERIAMER X
F

VA% BASE URL T
STATIC PREFIX

EMSHER N glTF 2.0 48
=

Babylon.js MNFREKMBSRAIAFERALIE, FaER L ERNEIRER. BIFTANE

F%E T BRI Network EHR, fhik glb/gltf iI5KEFZETRIE 404,

3.2. 3D {=BINNEIE
fRR:

o [EEIEEINMH: R gltf-transform ZY Draco [£4&
e FHA MinlO &7F: WRERXHEFMETE MinlO MIEEIRRE
o MLEMI: BIREHEPEEI CDN FEHAELIARS 25

3.3. BEhesZ BN TE

WK 3D HRFILAR, TEHLKBEHENBBIEFRIRI

i

Im}

1.Admin [5& > 3D ECE > BHIRE, 1OE

rEhhess) RSB

2. MIANBPREGBHNNEEERESE (FUA 30 TR FEMETE?)
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4. TEERE

4.1. resolveUiAlias f&i%

IWKR: pnpm build BFHEIL Module not found: Error: Can't resolve '#ui/...' o
JRE: TypeScript BR25I8 #ui RIEWMAREMNT,

R

bash
# HREMAE VI AfE

pnpm --filter @ecoctrl/ui build

# HIA vite.config.ts B5IN resolveUiAlias() &
# pnpm install EREAMREREER

pnpm clean

pnpm install

pnpm build

\

4.2. AR TE=[8] &

W& : pnpm build BJR ERR PNPM NO PACKAGE MANIFEST & Cannot find module

'@ecoctrl/shared’' o
R

bash
# WINFTBERIE E R

pnpm install

# B AT{E=iBECELETA

cat pnpm-workspace.yaml
# NEE:

# packages:

# - 'apps/*'

# - 'packages/*'

# FREFIN
pnpm --filter @ecoctrl/shared build
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pnpm --filter @ecoctrl/server build
pnpm --filter @ecoctrl/web build
pnpm --filter @ecoctrl/admin build

4.3. Docker #5325K (OOM)
IWKR: docker compose -f compose.build.yaml build 2RI, HFZIBHAS 137 (SIGKILL),
FRR:

bash
# ERBITHERZA (87

cd docker
./build.sh

# HFHLE Node RERHIEZMIEE

docker compose -f compose.build.yaml build --memory=2g server
docker compose -f compose.build.yaml build --memory=1g web
docker compose -f compose.build.yaml build --memory=1g admin

4.4, API_BASE_URL EXERIHRILTZ Y
WM. 1B API BASE URL [GRIFTTNE, Biim{hisAiaKIEML,

fRR: AIRERAFEE /api AI%R, BITRNMRMEMNIE (Caddy) HEEIEREEHLZEGRK.
f&ck Caddyfile 8¢ Nginx BEBEEIR], TLHREEMAEHIH,

EITHEE

5.1. #IEREERK

ME: RBIEESHISAEIR Error: connect ECONNREFUSED 127.0.0.1:5432 o
KEEE:

1. PostgreSQL B23E T 1ETEIETT: docker compose ps | grep postgres
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2. DATABASE URL MINEEIEMA: postgresql://user:password@host:5432/dbname
3. Bohliifs: PostgreSQL /&S BRED server (BEIENHFRINF)

4. (NLEIEBE M. docker compose exec server ping postgres

5.2. AP| 72218
MR BIETIENELEIR, APIIEREERES 2 7,

HETRE:

bash
### WERIREEER

docker compose exec postgres psql -U ecoctrl -c "SELECT count(*) FROM pg stat a

#H KMEIETH

docker compose exec postgres psql -U ecoctrl -c "
SELECT query, calls, mean time

FROM pg stat statements

ORDER BY mean time DESC
LIMIT 10;

#i# MERSBRAIRER
docker compose stats

5.3. BB A IERIK
& HOEBME. BRMHEEERE,

H&E:

bash
### KWE SMTP BB

docker compose logs server | grep -i smtp

### MR SMTP &
# 7 Admin FEELKRRE > SMTP &EBHRSE TEENEHRME

### HE pg-boss PAFIHFAIXAR Y

docker compose exec postgres psql -U ecoctrl -c "
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SELECT count(*) FROM pgboss.job WHERE name = 'send-email' AND state = 'created'

5.4. BUEARED

MKR: Web TR Admin 58 ERREIERNE&EMNE,

SSE &M . 10T R MK ERAY SSE EventStream EHIZRZ
EEFARRIF: BRIFTIE (Ctri+Shift+R) BRI M 23EE

loT #E FIRFEIR: #©& BASE URL EEIMEMK loT IS

Mock iIRIVECE: EEHEHEEE [lighting]l Mock HE4Fi

5.5. R =T BI A E
MR RSBZFHE. Docker #EEKM, R no space left on device o
BIEL R

bash
### 512 Docker THMEGINE

docker system prune -af

#iHt REBIREFERBER
docker system df

### HIE MinI0 AT HARE S 4
# Admin 58 > FHEEIE > BFIEXRS AER

### B PostgreSQL HiBEA/N

docker compose exec postgres psql -U ecoctrl -c "
SELECT pg database size('ecoctrl')/1024/1024 as size mb;

5.6.351T pnpm db:push 5 Admin TR

W& HEEIBEHRITAL, BAdmin 56 EREATHE.
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R
bash

# IBITMFEIRIETRIA
pnpm db:seed

# NFTLEEREE (RIFMURIE, BRFEEHIE)
pnpm db:refresh
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